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1 Configuring MadWifi using Wir elessExtensions

This sectiondescribeshe configurationof the Atheroswirelessdriver usingthe WirelessExtensionTools.

1.1 Usingi wconfi g

Thegeneric weonfi g tool is usedto setparametersvhich commonacrossmostdrivers.For a detaileddescriptionof
i weonfi g, pleaseuseman i wconfi g. In this Sectionwe will describehe useof iwconfigin the Madwifi driver. The
formatsof thei wconf i g commands:



iwconfig —help

iwconfig —version

iwconfig [interface]

iwconfig interface  [essid X][freq F][channel C][sens S][ap Al [rate R

[rts RT][frag FT] [txpower T][enc E] [key K] [retry R]

Thefirstform of thei wconf i g commandyivesabrief helpmessageThe secondorm of thei wconf i g command
returnsthe currentversionof i weonf i g alongwith the versionof the wirelessextensionswith which it washbuilt.

In thethird form of thei wconf i g commandthecurrentwirelessstatusof theinterfaceis returned.If nointerface
is specifiedthe currentwirelessstatusof every network interfaceis returned Non-wirelessdeviceswill notreturnary
wirelessstatus.

The last form of thei wconfi g commandallows the userto changeary of the optional parameters.Only the
parameteravhich you wish to changeneedto be specified. Unspecifiedparameterswill not be modified. Each
parameters describedelow.

essi d - ESSID or Network Name

This parametesetsthe ESSIDor Network Nameto the value X. In stationmode,the driver will attemptto join the
network with the sameESSID.In AP mode,thedriverwill useX astheessid.

Example: Thefollowing commandsetsthe ssidto “AtherosWirelessNetwork” on at hO:

mypronpt# iwconfig athO essid ' Atheros Wreless Network'’

freg/channel - RF Frequencyor Channel

This parametesetsthe frequeng or channelof the device. Valuesbelonv 1000areinterpretedaschannelnumbers.
Valuesabove 1000areinterpretedn Hz. For frequeng values,the suffix k, M or G canbe appendedo the valueto

specifyKilohertz, MegahertzandGigahertze.g.,2. 412G2412M and2412000000 areall thesamefrequeng. Setting
thechanneto a specificvaluewill overidethe privatenode controldescribedn Sectionl.3.

Example: Thefollowing commandsetsthe operatingfrequeng to 5.2GHz:
myprompt# iwconfig athO freq 5.2G
Eitherof thefollowing commandsetdevice to operateon channell 1:
mypronmpt# iwconfig athO freq 11
mypronpt# iwconfig athO channel 11
sens - Setthe Sensitvity Threshold
This parametersetsthe sensitvity thresholdwhich is the lowest signallevel for which pacletsarerecevedto S.
Currently this thresholds notimplementedandary returnedvalueis meaningless.
ap - Usea SpecificAP

This parametesetsthe device to only associat¢o the AP givenby A. ThevalueA is the MAC addres®f thedesired
AP. Othervalid valuesfor A areany, auto, andoff.

Example: Thefollowingcommandsetsheat h0 deviceto usethe AP with theMAC addres$0:03:7:03:a0:0d.
myprompt # iwconfig athO ap 00:03; 7f: 03: a0: 0d



r at e - Fix the Data Transmit Rate

This parameters usedto setthebit ratefor cardssupportingmultiple bit rates.ThevalueR is specifiedn bits/second
andthevaluescanbe suffixedby k, M or G for kilobits, megabits,andgigabits. The valueaut o is alsovalid andwill
causeshedeviceto usethebit rateselectedy theratecontrolmodule.By specifyinga bit ratefollowedby aut o, the
driverwill automaticallyselectall bit rateslower thanor equaltwo thevalueprecedingaut o.

Example: Thefollowing commandsetsthe maximumbit rateto 36Mbs. Thus,thedriverwill automati-
cally selectthe bestratelessthanor equalto 36 Mbs.

mypronpt# iwconfig athO rate 36M auto

rts - Setthe RTS/CTS Threshold

This parametesetsthe minimum paclet sizefor which the device sendsan RTS usingthe RTS/CTShandshak. The
valueRT is thethreshold.If RT is setto eitheroff or the maximumpaclet size, RTS/CTSis disabled.

Example: Thefollowing commandsetsthe minimumpaclket sizeto usethe RTS/CTShandsha&to 40.

mypronmpt# iwconfig athO rts 40

f r ag - Setthe Fragmentation Threshold
This parametesetsthe maximumfragmentsize. By settingFT to off , fragmentatioris disabled.
Example: Thefollowing commandsetsat h0 to fragmentall pacletsto at most512bytes.

mypronpt# iwconfig athO frag 512

key/ enc - Manipulate WEP Encryption Keysand Mode

This parameteis usedto manipulatehe WEP key andauthenticatiomode.Thekey parametecanbeusedto setthe
key, changethe key, selectactive keys, enableanddisableWEPR, andsetthe authenticatiormode. Up to 4 keys can
be storedin thedriver. Eachinstanceof the key commandmanipulateonly onekey. Thus,to changeall 4 keys, 4
separateommandsnustbe used.

To selectwhich key is active, use“[i ndex]” for K wherei ndex is the desiredkey number To changethe key
value,K is justthe new key valuein hexadecimal.lf an ASCII stringis usedfor the key value,perpend's: ” to the
key. To changeakey otherthanthe currentkey, perpendhekey with “[i ndex]” whereindex is thenumberof thekey
you wish to change.Includingthe valuesopen orrestri ct ed in K changeghe authenticatiormodebetweenopen
authenticatiorandrestrictedauthenticationTo disableWER, K shouldbeof f .

Example: Thefollowing commandsetsthedefaultkey to bekey 3:
myprompt # iwconfig athO key [3]

Thefollowing commandsetsthe default key to bethe hex key OXDEAD-BEEF-AA:
mypronpt# iwconfig athO key DEAD- BEEF- AA

The following commandsetskey 2 to the ASCII phrase‘password” and setsthe authenticatiortype to
open:

mypronmpt# iwconfig athO key [2] s:password open
Thefollowing commandlisableSVEP:

mypronmpt# iwconfig athO key off



t xpower - SetTransmit Power

This parametesetsthe transmitpower for datapacletsto W dBm. ThevalueW canalsobe auto andoff whereauto
usesautomatigpower control.

Example: The following commandsetsall datapacketsto transmitat either 30 dBm or the maximum
allowedin the currentregulatorydomain:

mypronpt# iwconfig athO txpower 30

retry - SetRetry Limit

This parametesetsthe maximumnumberof retriesusedin the softwareretry algorithm. Currently the driver does
notimplementsoftwareretry, thusthis parameters meaningless.

1.2 Usingwl anconfi g

The currentMadWifi driver supportsmultiple AP’s and concurrentAP/Stationmodeoperationon the samedevice.
Thedevicesarerestrictedto usingthe sameunderlyinghardware, thusarelimited to coexisting on the samechannel
andusingthe samephysicallayerfeatures.Eachinstanceof an AP or stationis calleda Virtual AP (or VAP). Each
VAP canbein eitherAP mode StationMode,“special” stationmode ,andMonitor mode.Every VAP hasanassociated
underlyingbasedevice whichis createdvhenthedriveris loaded.

Creatinganddestrgying VAP’s aredonethroughthew anconf i g tool foundin the MadWifi toolsdirectory Run-
ning thew anconfi g utility with no agumentsreturnsa brief help line. The format of thew anconfi g command
takestwo forms:

w anconfi g VAP create w andev Base Devicew annode mode [bssi d||- bssi d] [nosbeacon]
w anconfi g VAP dest r oy

Every Linux network device consistsof a prefix followed by a numberindicatingthe device numberof the network
device. For instance the ethernetdevices are namedet h0, et hl, et h2, etc. EachVAP which is createdis also
registeredasa Linux network device. The value VAP canbe eithera prefix nameof the Linux network device, or it
canbetheentiredevice name.For instancespecifyingVAP asat h letstheLinux kerneladdthenetwork device asthe
next device with the prefix at h. Thus,theLinux kernelappendghe propernumberto the endto form the full device
name.e.g.,at hl if at hO alreadyexists. However, thefull device namecanalsobe specified.For instance VAP can
alsobeat h2. In this casethenetwork device at h2 is registeredyegardlesf whetherat h1 exists.

The Base Device is theunderlyingwirelessnetwork device namecreatedvhentehdriveris loaded. The MadWifi
drivercreateswi fi 0, wi fi 1, etc.asthe underlyingdevices. By specifyingthe Base Device, the VAP is createdwith
the Base Device asthe parentdevice.

Themode is the operatingmodeof the VAP. The operatingnodeof the VAP cannotbe changednceit is created.
In specialcasesthe operatingmodeof the VAP canbe differentfrom the operatingmodeof the underlyingparent
device. Thefirst VAP whichis created setsthe operatingmodeof theunderlyingdevice. If thefirst VAP is deletedcand
anew VAP is createdvith adifferentoperatingnodethanthe original VAP, thenthe operatingnodeof theunderlying
device is changedo the new operatingmode.Thevalid operatingmodesandtheir descriptionsaregivenin Tablel.

Mode Description

Auto Auto selectoperatingmode

Managed| Stationmodefor infrastructurenetworks
Master | AP mode

Monitor | Passve monitor(promiscuousjnode

Tablel: w anconfi g OperatingModes

Only onestationVAP canexist on a device. If the stationVAP is thefirst VAP createdthenno otherVAPs are
allowedto becreated|f thefirst VAP createdsin AP (Master)mode thenonestationVAP is allowedto becreatedIn
this case ptherAP VAPscanalsobecreatedafterthestationVAP. WhenAP andstationVAPs coexist, thenosbeacon
flag mustbe usedwhencreatingthe station. This flag disablesthe useof hardware beacortimersfor stationmode



operation.This is necessarpecauseoncurrentAP andstationoperationimplies the stationshouldnot modify the
TSFclock for the APs.

Creatingmultiple VAPstypically impliesthatthe MAC addres®f eachVAP is different. However, if the- bssi d
flagis usedthenthe MAC addres®f the underlyingwirelessdevice is clonedfor the VAP beingcreated.

Todestry avap,thew anconfi g commands usedwith thedest r oy parameterin this casethefull devicename
mustbe used,.e. you mustspecifythe entirename notjust the device prefix.

Example: Oncethedriveris loaded,f we wish to usethe systemasonly a station,thenwe would create
asinglestationVAP. Thefollowing commancdcreatesa singlestationVAP nameat h0 ondevicew fi 0:

myprompt# w anconfig ath w andev wifi0 w annode sta

Notethatno otherVAPs canbe createdsincethe we areassuminghis is thefirst VAP createconwi f i 0.
Sincethis is the first VAP created,we only needto specify at h, not at h0. However, the following
comanndvould alsobecorrect:

mypronpt# w anconfig athO wl andev wifi0 w annode sta

The MAC addressf the stationVAP is the sameasthe underyingdevice’'s MAC addressinceit is the
first VAP created.

Example: Now, we wish to createtwo AP VAPson device wi fi 0. Thefirst device will have a cloned

MAC addresgaken from the underlyingdevice. The secondVAP will have a “virtual” MAC address
formedfrom the underlyingdevice’s MAC address.The first VAP will be at h0 andthe seconddevice

will beat h2.

myprompt# w anconfig ath w andev wifi0 w annode ap
mypronmpt# w anconfig ath2 w andev wifi 0 w anmode ap

Example: Now, we wish to createtwo AP VAPs on device wi fi 0. Both deviceswill have a the same
MAC addressvhichis clonedfro theunderlyingdevice. Thefirst VAP will beat h0 andthesecondvAP
will beat hl.

myprompt# w anconfig ath w andev wifi0 w annode ap -bssidnypronpt# w anconfig
ath wl andev wifi0 w annmode ap -bssid

Example: Now, we wish to createtwo AP VAPs andonestationVAP. The AP VAPswill beat h0 and
at h2 andthe stationVAP will beat h1.

mypronmpt# w anconfig ath w andev wifi0 w annode ap nypronpt# w anconfig ath
w andev wifi0 w annbde sta nosbeaconnypronpt# w anconfig ath w andev wifiO
w annode ap

Example: Now, wewishto destry aVAP (regardlesf its operatingmode).We assumehereis acurrent
VAP namedat h0 whichis theonewe wish to destrg.

mypronmpt# w anconfig athO destroy

1.3 Private (non-standard) Driver Commands
Thefollowing is alist of the privatecommandsvhich areaccessibleisingi wpr i v. Thegenerakyntaxof i wpri v is
i wpri v device [command] [parameters).

The entirelist of i wpri v commandscan be found by issuingani wpri v to a device without ary command. The
resultinglist of commandshas several columns. The numberof parametersallowed for eachcommandis listed.
Parameterareclassifiedaseither‘set” or “get” parameters:Set” parameterareparametersvhich the usersupplies
to thedriver. “Get” parameterareparametersvhichthe driver returnsto the user



1.4 List ofi wpri v Commands

set opti e - SetOptional Information Element

Number Input Arguments; 1
Number Returned Arguments. 0

Default value: ??

Resets Sate Machine After Command: ?7?

Thiscommandakesa 256 byteinput parametewhich specifies?

get opt i e - Get Optional Information Element

Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A

Resets Sate Machine After Command: ?7?

This commandgetsthe optionalinformationelement.Theinformationelements returnedas256 bytes.

node - SetWirelessMode

Number Input Arguments; 1
Number Returned Arguments. 0

Default value: automode

Resets Sate Machine After Command: Yes

Thiscommandsetsthewirelessmodeto oneof themodesdescribedn Table2. Up to 6 charactersr asinglenumber
areacceptedasthe mode. The 6 charactemodenamesaregivenin theleft columnin Table2. The corresponding

modenumberis givenin themiddle column.

Mode Number | Description

auto 0 Auto selectoperatingmode

1lla 1 802.11a5GHz)mode(54Mbps)

11b 2 802.11h(2.4GHz)mode(11Mbps)

119 3 802.119(2.4GHz)modewith 802.11bcompatibility (54Mbps)
fh 4 80211FH mode

lladt/11llatf 5 802.11a5GHz) Dynamicturbomode

11gdt/11gt | 6 802.11¢g(2GHz)dynamicturbomode(108Mbps)

1last 7 802.1145GHz) staticturbomode

Example: Eitherof thefollowing two commandwill setthewirelessoperatingnodeon adevice named

Table2: 802.110peratingModes

at h0 to use802.11adynamicturbo:

mypronmpt# iwpriv athO node 1lla

or

mypronpt# iwpriv athO node 1




get _node - Get WirelessMode
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnsthewirelessmodeof VAP. Thereturnedvaluescorrespondo the modesgivenin Table2.

Example: The following commandretrievesthe wirelessmodeof a device namedat h0 which we will
assumaes operatingn the802.11gmode:

myprompt# iwpriv ath0 get _node
atho get _node: 11g
hi de_ssi d - Enable/DisableHiding of the 802.11SSID
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Disabled
Resets Sate Machine After Command: Yes

This commandenablesanddisableshe ability to hide the 802.11SSID in the beaconf the VAP is in AP mode. To
enablehiding of the SSID,avalueof 1 is passednto thedriver. To disablehiding of the SSID,a valueof 0 is passed
into thedriver.

Example: Thefollowing commancdenablesidingthe802.11SSIDonat h0:
myprompt# iwpriv athO hidessid 1

get _hi de_ssi d - Get Statusof 802.11SSID Hiding Support
Number Input Arguments: O
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherthe driver is currentlyhiding the 802.11SSID in beaconsA valueof 1 indicatesthat
the VAP is hidingthe 802.11SSID.A valueof 0 indicatesthe VAP is not hiding the 802.11SSID.

Example: Thefollowing commandetrieveswhetherat h0 is hidingthe802.11SSIDin its beacon:
mypronmpt# iwpriv ath0 get _hide_ssid
at ho get _hi de_ssi d: 0
pr ot node - Enable/Disable802.11gProtection Mode
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: Enabled
Resets Sate Machine After Command: Yes

Thiscommandenablesanddisableshe802.11gprotectionmode.To enable802.11gprotectionavalueof 1 is passed
into thedriver. To disable802.11gprotection,avalueof 0 is passednto thedriver.

Example: Thefollowing commandlisables802.11gprotectionon at h0:

mypronpt# iwpriv athO protnode 0



get _pr ot node - Get Statusof 802.11gProtection Mode
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherthe driveris currentlyusing802.11gprotectionmode. A valueof 1 indicatesthatthe
VAP is using802.11gprotection.A valueof 0 indicatesthe VAP is notusing802.11gprotection.

Example: Thefollowing commandetrieveswhetherat h0 is using802.11gprotectionmode:
mypronmpt# iwpriv athO get _prot mode
atho get _pr ot node: 1
i nact _i ni t - Setlnactivity Period for INIT State
Number Input Arguments; 1
Number Returned Arguments; 0

Default value: 30secs
Resets Sate Machine After Command: No

Thiscommandsetstheinactity periodfor whenthenet80211statemachineis in theINIT (initialization) state.The
argumentpassednto thedriveris thedesirednactiity periodin seconds.

Example: Thefollowing commandsetstheinactiity periodfor the INIT stateonat h0 to 90 seconds:

myprompt# iwpriv athO inact_init 90

get _i nact _i ni t - GetInactivity Period for INIT State
Number Input Arguments: O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandgetstheinactiity periodfor whenthe net80211statemachineis in the INIT (initialization) state.
Example: Thefollowing commandyetstheinactivity periodfor the INIT stateonat h0:

mypronpt# iwpriv athO get _i nact_init
atho get Linact_init:30
i nact _aut h - Setlnactivity Period for AUTH State
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: 180secs
Resets Sate Machine After Command: No

This commandsetsthe inactiity periodfor whenthe net80211statemachineis in the AUTH (authorization)state.
Theargumentpassednto thedriveris the desirednactiity periodin seconds.

Example: Thefollowing commandsetstheinactiity periodfor the AUTH stateon at h0 to 90 seconds:

myprompt# iwpriv athO inact_auth 90
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get _i nact _aut h - Get Inactivity Period for AUTH State
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandgetstheinactiity periodfor whenthe net80211statemachineis in the AUTH (authorization)state.
Example: Thefollowing commandyetstheinactity periodfor the AUTH stateon at hO:
mypronpt# iwpriv athO get_i nact _auth
atho get _i nact _aut h; 180
i nact - Setlnactivity Period for RUN State
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: 300secs
Resets Sate Machine After Command: No

This commandssetsthe inactivity periodfor whenthe net80211statemachineis in the RUN (running) state. The
argumentpassednto thedriveris thedesirednactiity periodin seconds.

Example: Thefollowing commandsetstheinactiity periodfor the RUN stateon at h0 to 90 seconds:

mypronpt# iwpriv athO inact 90

get _i nact - Getlnactivity Period for RUN State
Number Input Arguments; O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

This commandgetstheinactivity periodfor whenthe net80211statemachineis in the RUN (running)state.
Example: Thefollowing commandyetstheinactiity periodfor the RUN stateon at hO:

mypronpt# iwpriv athO get_i nact
at ho get _i nact: 300

dti mperi od - SetDTIM Period

Number Input Arguments; 1
Number Returned Arguments. 0
Default value: N/A
Resets State Machine After Command: Yes
ThiscommandsetsthebeacorDTIM period. Theargumentpassedo thedriveris thedesiredDTIM periodin ms.
Example: Thefollowing commandsetsthe DTIM periodto 2 msonat hO:

mypronpt# iwpriv ath0 dti mperiod 2
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get _dti mperi od - GetBeaconDTIM Period
Number Input Arguments: O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandyetsthe currentbeacorDTIM in ms.
Example: Thefollowing commandyetsthe DTIM periodon at hO:

mypronpt# iwpriv athO get _dti mperiod
atho get _dti mperiod: 1
bi nt val - SetBeaconinterval Value
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: N/A
Resets Sate Machine After Command: Yes

Thiscommandsetsthe beacorinterval. Theargumentpassedo thedriveris thedesiredbeacorinterval in ms.
Example: Thefollowing commandsetsthebeacorinterval to 25 msonat h0:

mypronpt# iwpriv ath0 bintval 25

get _bi ntval - GetBeaconinterval Value
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandyetsthe currentbeacorinterval in ms.
Example: Thefollowing commandyetsthe beacorinterval onat hO:
mypronpt# iwpriv athO get _bintval
at ho get _bi ntval : 100
dot h - 802.11hSupport Enable/Disable
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: Disabled
Resets Sate Machine After Command: Yes

This commandenablesaanddisableghe 802.11hsupport.To enablethe support,a valueof 1 is passednto thedriver.
To disable802.11hsupportavalueof 0 is passednto thedriver.

Example: Thefollowing commandenables802.11honat ho:
mypronpt# iwpriv athO doth 1
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get _dot h - Get 802.11hSupport Status
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhether802.11hsupportis enabledr disabledn thedriver.
Example: Thefollowing commandetrievesthe802.11hstatuson at hO:

mypronpt# iwpriv athO get _doth
atho get _doth: 0
dot h_r eassoc - Generatea ReassociatiorRequest
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandnstructsthedriverto generat@ ReassociatiorequestA singleinput parameters neededut ignored.
Example: Eitherof thefollowing commandgeneratea reassociatiomequesbnat h0.
mypronmpt# iwpriv athO doth_reassoc 1
or

mypronmpt# iwpriv athO doth_reassoc 0

dot h_pwrt gt - SetMaximum Desired Power for Transmission
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: N/A
Resets Sate Machine After Command: No

This commandsetsthe desiredmaximumpower on the currentchannel. The minimum of this desiredvalueandthe
regulatorymaximumis usedasthe true transmissiorpower. The singleargumentpassednto the driveris the desired
powerlevelin 0.5dBm steps.

Example: To setthedesiredpower level onthe currentchanneko be 13 dBm, thefollowing commands
used:

mypronmpt# iwpriv athO doth_pwtgt 26

wpa - Enable/DisableWPA/WPA2 Support
Number Input Arguments; 1
Number Returned Arguments; 0

Default value: Disabled
Resets Sate Machine After Command: Yes

Thiscommandenableor disablesWPA or WPA2 support.A singlearguments passedo thedriverindicatingwhich
encryptionprotocolsis to be supportedTable3 lists the agumentsandthe encryptionprotocolssupported.

Example: To enablebothWPA andWPA2, thefollowing commands used:
myprompt# iwpriv ath0 wpa 3
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Argument| ProtocolSupported

0 No WPA

1 WPA Supported

2 WPA2 Supported

3 Both WPA andWPA2 supported

Table3: WPA/WPA2 SupportArguments

ncast ci pher - SetGroup KeyLength

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: N/A

Resets State Machine After Command: No

This commandsetsthe group key (multicast) key length. This commandis usedmainly by host apd. Seethe
driver_madwi fi. c file in host apd for detailson the useof thiscommand.

get _ntast ci pher - Get Group KeyLength

Number Input Arguments; O

Number Returned Arguments; 1

Default value: N/A

Resets State Machine After Command: No

This command-eturnsthe currentgroupkey length. This commands usedmainly by host apd.

nctast ci pher - SetGroup Key Cipher

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: N/A

Resets State Machine After Command: No

Thiscommandsetsthegroupkey (multicast)cipher Thiscommands usedmainlybyhost apd. Seethedri ver _madwi fi . c
file in host apd for detailson the useof thiscommand.

get _ntast ci pher - Get Group Key Cipher

Number Input Arguments; O

Number Returned Arguments; 1

Default value: N/A

Resets Sate Machine After Command: No

This commandreturnsthe currentgroupkey cipher This commands usedmainly by host apd.

ucast ci pher s - SetPairwise UnicastKey Ciphers

Number Input Arguments: 1

Number Returned Arguments: 0

Default value: N/A

Resets Sate Machine After Command: No

This commandsetsthe pairwise unicastkey cipher Eachbit position indicatesa supportedWPA pairwise ci-
pher The bitmaskand definitionsare definedin host apd. This commandis usedmainly by host apd. Seethe
driver_madwi fi. c file in host apd for detailson the useof thiscommand.
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get _ucast ci pher s - Get Pairwise Unicast Key Ciphers
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandreturnsthe currentpairwiseunicastkey ciphers.This commands usedmainly by host apd.

ucast ci pher - SetUnicastCipher
Number Input Arguments; 1
Number Returned Arguments; 0

Default value: N/A
Resets Sate Machine After Command: No

This commandsetsthe unicastkey ciphet Currentlynot used.

get _ucast ci pher - Get Curr ent Unicast cipher
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnsthe currentunicastkey ciphet Currentlynot used.

ucast keyl en - SetUnicastKeyLength
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: 13
Resets Sate Machine After Command: No

This commandsetsthe length of the unicastkey. A single parameters suppliedwhich is the desiredlengthof the
unicastkey. Thedesiredengthmustbea positve numberessthan16. Currentlynotused.

Example: To settheunicastkey lengthonat h0 to 10, thefollowing commands used:

mypronmpt# iwpriv ath0 ucastkeylen 10

get _ucast keyl en - Get Curr ent UnicastKey Length
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandeturnsthe currentunicastkey length. Currentlynotused.
Example: Thefollowing commandeturnsthe currentunicastkey lengthbeingusedon at h0.

myprompt# iwpriv athO get _ucast keyl en
atho get _ucast keyl en; 13
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Parameter| Algorithm

0 No WPA Algorithm

1 WEP Algorithm

2 WPA TKIP Algorithm
3 WPA CCMP Algorithm

Table4: Key ManagemenAlgorithms

keyngt al gs - Selectk ey ManagementAlgorithm

Number Input Arguments: 1

Number Returned Arguments. 0

Default value: 3

Resets Sate Machine After Command: Yesif WPA/WPA2 is enabled

This commandselectsthe key managemenglgorithmused. A single parameteis passednto the driver indicating
which algorithmto use. Table4 lists the parametervalue andthe correspondingalgorithm. This commands used
usedby host apd andwpa_suppl i cant.

Example: To setthekey managemenrdlgorithmto ???onat h0, the following commands used:

mypronmpt# iwpriv ath0 keyngtal gs 2

get keyngt al gs - Get Curr ent Key ManagementAlgorithm

Number Input Arguments: 0

Number Returned Arguments: 1

Default value: N/A

Resets Sate Machine After Command: No

Thiscommandeturnsthecurrentkey managemerslgorithm. Thevaluereturnedcorrespondso thekey management
algorithmasdictatedby Table4.

Example: Thefollowing commandeturnsthe currentkey managemenrdlgorithmbeingusedonat h0.

mypronpt# iwpriv athO0 get _keyngtal gs
at ho get _keyngtal gs: 3
rsncaps - Set???
Number Input Arguments: 1
Number Returned Arguments: 0
Default value: ?7?
Resets Sate Machine After Command: Yesif WPA/WPA?2 is enabled
This commandsets???.
Example: Thefollowing commandsetsthe ???of at h0 to XX:

mypronpt# iwpriv ath0 rsncaps XX

get _rsncaps - Get Current ???
Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets Sate Machine After Command: No
This commandeturnsthe currentvalueof ???.
Example: Thefollowing commandeturnsthe currentvalueof ???onat ho.

mypronpt# iwpriv athO get _rsncaps
at ho get _rsncaps: 0
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r oam ng - SetRoaming Mode

Number Input Arguments; 1

Number Returned Arguments. 0
Default value: Auto

Resets Sate Machine After Command: No

This commandsetstheroamingmodewhich is effectively who controlsthe operation(statetransitions)of the 802.11
statemachinewhenrunning as a station. Stationsare either controlledby the driver (typically when management
framesareprocessethy thehardware),thehost(auto/normabperationof the 802.11layer),or explicitly throughioctl
requestsvhenapplicationssuchaswpa_suppl i cant wantcontrol. A singlearguments passedo thedriverindicating
thedesiredroamingmode.Table5 lists theargumentsandcorrespondingoamingmodes.

Argument| RoamingMode | Description

0 Device Driver/hardvarecontrol
1 Auto 802.11layercontrol

2 Manual ioctl/applicationcontrol

Table5: RoamingMode Arguments

Example: Thefollowing commandsetstheroamingmodeto Auto onat hO0.

mypronpt# iwpriv ath0 roaning 1

get _r oam ng - Get Roaming Mode
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandeturnstheroamingmodeof thedevice. Thereturnedvaluecorrespondso the modegyivenin Table5.
Example: Thefollowing commandeturnstheroamingmodeof at hO:
mypronmpt# iwpriv athO get _roaning
at ho get _roamng: 1
pri vacy - Enable/DisablePrivacy
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandenablesor disablesprivacy on the device. Passinga valueof 1 enablegrivacy. Passinga valueof O
disablegrivagy.

Example: Thefollowing commandenablesrivagy onat ho:

mypronpt# iwpriv athO privacy 1
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get _pri vacy - Get Privacy Status
Number Input Arguments: O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandeturnstheprivacy statusonthedevice. A valueof 1 indicatesprivagy is enabled A valueof O indicates
privagy is disabled.

Example: Thefollowing commandeturnsthe privacy statusonat h0:
mypronmpt# iwpriv athO get _privacy
atho get _privacy: 0
dr opunencr ypt ed - Enable/DisableDropping of Unencrypted non-PAE frames
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandenablesor disablesdroppingof unencryptechon-RAE framesreceved. Passinga valueof 1 enables
droppingof unencryptedon-RAE frames.Passinga valueof 0 disablesdroppingof unencryptedion-RAE frames.

Example: Thefollowing commandenablesdroppingof unencryptedion-RAE frameson at h0:

mypronmpt# iwpriv athO dropunencrypted 1

get _dr opunencry - Get Statusof Dropping of Unencrypted non-PAE frames
Number Input Arguments; O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

This commandreturnswhetherthe device is droppingunencryptechon-FAE frames. A value of 1 indicatesthat
unencryptechon-FAE framesare beingdropped. A value of 0 indicatesthat unencryptechon-RAE framesare not
beingdropped.

Example: Thefollowing commandeturnswhetherat h0 is droppingunencryptedon-RAE frames:
mypronmpt# iwpriv athO get _dropunencry
atho get _dropunencry: 0
get wpa - Get WPA/WPA2 Support
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandyetsthe currentstatusof WPA/WPA2 supportin thedriver.

Example: Thefollowing command-etrievesthe statusof WPA/WPA2 supportin thedriver:

mypronpt# iwpriv ath0 get _wpa
atho get _wpa: 0
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count er neasur es - Enable/DisableWPA/WPA2 Countermeasures
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandenablesor disablesWPA/WPA2 countermeasuresPassinga value of 1 enablescountermeasureié
WPA or WPA2 areenabledPassinga valueof 0 disablescountermeasures.

Example: Thefollowing commandenablesVPA/WPA2 countermeasuran thedriver:

mypronmpt# iwpriv athO counterneasures 1

get _count er meas - Get Statusof WPA/WPA2 Countermeasures
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandreturnsthe statusof WPA/WPA2 countermeasursupport.A valueof 1 indicatesWPA/WPA2 coun-
termeasureareenabled A valueof 0 indicatesWPA/WPA2 countermeasureredisabled.

Example: Thefollowing commandetrievesthe statusof WPA/WPA2 countermeasuran thedriver:
mypronpt# iwpriv athO get _countermeas
atho get _count er meas: 0
get _dri ver _caps - Get Driver Capabilities
Number Input Arguments: O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandjetsthecurrentdrivercapabilities Thebitmaskof capabilitiescanbefoundin thefile net 80211/ i eee80211_var. h.
Example: Thefollowing commandetrievesthe capabilitiesof thedriver

mypronpt# iwpriv athO get _driver_caps
atho get _driver _caps: 126018575

addmac - Add MAC addressto ACL list

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: N/A

Resets State Machine After Command: No

This commandakesa singleargumentwhichis the MAC addresso beaddedo the ACL list.
Example: Thefollowing commandaddsthe MAC addres$0:03:7F:03:A0:0Go the ACL list.
mypronpt# iwpriv athO add_mac 00:03: 7f:03: a0: Oc
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del nac - DeleteMAC addressto ACL list

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: N/A

Resets Sate Machine After Command: No

This commandakesa singleargumentwhichis the MAC addresdo be deletedirom the ACL list.
Example: Thefollowing commanddeleteshe MAC addres®0:03:7F:03:A0:0Grom the ACL list.
myprompt# iwpriv athO del _mac 00: 03: 7F: 03: AO0: 0C

maccnd - Setor Modify the MAC/ACL Handling

Number Input Arguments: 1

Number Returned Arguments: 0

Default value: N/A

Resets Sate Machine After Command: No

Thiscommandakesa singleargumentwhich describesheactiononewishesto take onthe MAC/ACL list. MAC ad-
dressesanbeadded/deleteftom the ACL list usingtheaddmac anddel mac commandsTable6 givesthecommands
andtheir associate@ctions.

Argument| Action

No ACL checkingis performed
Only allow ACL'sin the ACL list
Only dery ACL'sin the ACL list
Flushthe ACL database
Remaethe ACL policy

A WNPEFLO

Table6: ACL Commands

Example: Thefollowing commanddeniestraffic to all MAC addressem the ACL list onat hO0.

mypronpt# iwpriv athO0 maccrmd 2

wnm- WMM  Support Enable/Disable
Number Input Arguments: 1
Number Returned Arguments; 0
Default value: Enabled
Resets Sate Machine After Command: Yes

This commandenableor disablesWMM support.Passinga valueof 1 to the driver enablesSVMM. Passinga value
of 0 to thedriverdisablesWMM. By default, WMM is enabled.

Example: Thefollowing commandiisablesSVMM supporton at h0.
myprompt# iwpriv ath0O wom 0

get whm- Get WMM Support
Number Input Arguments; O
Number Returned Arguments; 1
Default value: N/A
Resets State Machine After Command: No
ThiscommandeturnswhetheWVMM supportis enablecor disabledn thedriver.
Example: Thefollowing command-etrievesthe statusof WMM supportin thedriver:

mypronpt# iwpriv ath0 get _wmm
at ho get -wmm 1
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cwri n - WMM CW,i, Parameter

Number Input Arguments; 3

Number Returned Arguments: 0

Default value: Varies

Resets State Machine After Command: No

This commandsetsthe CWnin WMM parametefor eitherthe AP or stationparameteset. A descriptionof the AP
andstationparametesetandtheir default valuescanbe foundin the WMM standard.The cwri n commandmustbe
followed by 3 values. The first valueis the accesslass(AC) numberasdefinedin Table 7 taken from the WMM

standardThesecondvalueindicatesvhetherthe CWp,i, valueis intendedor the AP or stationparameteset. A value
of O indicateghe CWy,;, is for the AP parameteset. A valueof 1 indicateghe CW, is for the stationparameteset.
Thethird valueis the actualvalueof the CWpin in unitsasdescribedn theWMM standard.

AC Number| AccessClassDescription
0 BE - BestEffort
1 BK - Background
2 VI - Video
3 VO - Voice

Table7: Accessclass(AC) Values

Example: Thefollowing commandsetsthe CWy,i, in the stationparametesetfor theVO AC to 2.

mypronmpt# iwpriv athO cwrin 3 1 2

get cwm n - Get WMM CW,i, Parameter

Number Input Arguments; 2

Number Returned Arguments: 1

Default value: N/A

Resets State Machine After Command: No

This commandretrievesthe CWp,in WMM parameteffor eitherthe AP or stationparameterset. The get _cwri n
commandmustbe followed by 2 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve the valuefrom the AP or stationparameteset. A valueof 0 indicatesthe
CWhin is from the AP parameteset. A valueof 1 indicatesghe CWpi, is from the stationparameteset.

Example: Thefollowing commandgetsthe CWpi, in the AP parametesetfor theVI AC.
myprompt# iwpriv athO get _cwrin 2 0
atho get _cwmax: 4
cwrax - WMM CW,ax Parameter
Number Input Arguments; 3
Number Returned Arguments: 0

Default value: Varies
Resets Sate Machine After Command: No

This commandsetsthe CWmax WMM parameterfor eitherthe AP or stationparametesset. The cwrax command
mustbefollowedby 3 values.Thefirst valueis theacceslass(AC) numberasdefinedin Table7. Thesecondvalue
indicateswhetherthe CWpax valueis intendedfor the AP or stationparameteset. A valueof 0 indicatesthe CWnax

is for the AP parameteset. A valueof 1 indicatesthe CWmay is for the stationparameteset. The third valueis the

actualvalueof the CWnmax in unitsasdescribedn the WMM standard.

Example: Thefollowing commandsetsthe CWpax in the AP parametesetfor theBK AC to 5.

mypronpt# iwpriv athO cwrax 1 0 5
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get _cwmax - GetWMM CWpax Parameter

Number Input Arguments; 2

Number Returned Arguments; 1

Default value: N/A

Resets State Machine After Command: No

This commandretrievesthe CWnax WMM parameteffor eitherthe AP or stationparameterset. The get _cwrax
commandmustbe followed by 2 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve the valuefrom the AP or Stationparameteset. A valueof 0 indicatesthe
CWhax is from the AP parameteset. A valueof 1 indicatesthe CWpax is from the stationparameteset.

Example: Thefollowing commandgetsthe CWpax in the stationparametesetfor the BE AC.

mypronpt# iwpriv ath0 get cwrax 0 1
at ho get _.cwmax: 10

txoplimt -WMM TxOp Limit Parameter

Number Input Arguments: 3

Number Returned Arguments: 0

Default value: Varies

Resets Sate Machine After Command: No

This commandsetsthe TxOp limit WMM parameteffor eitherthe AP or station parameteiset. Thet xoplimt
commandmustbe followed by 3 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherthe TxOp limit is intendedfor the AP or stationparameteset. A valueof O indicates
the TxOp limit is for the AP parameteset. A valueof 1 indicateshe TxOp limit is for the stationparameteset. The
third valueis the actualvalueof the TxOp limit in unitsasdescribedn theWMM standard.

Example: Thefollowing commandsetsthe TxOp limit in the AP parametesetfor the BE AC to 1024.

mypronmpt# iwpriv athO txoplinit 0 0 1024

get txoplimt - GetWMM TxOp Limit Parameter

Number Input Arguments; 2

Number Returned Arguments; 1

Default value: N/A

Resets State Machine After Command: No

ThiscommandetrievestheTxOpLimit WMM parametefor eitherthe AP or stationparameteset. Theget _t xopl i ni t
commandmustbe followed by 2 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve the valuefrom the AP or stationparameteset. A valueof 0 indicatesthe
TxOp limit is from the AP parameteset. A valueof 1 indicateshe TxOp limit is from the stationparameteset.

Example: Thefollowing commandgetsthe TxOp limit in the stationparametesetfor the BE AC.
mypronpt# iwpriv athO get txoplimt 0 1
at ho get _txoplimt:2048
ai fs-WMM AIFS Parameter
Number Input Arguments: 3
Number Returned Arguments: 0

Default value: Varies
Resets Sate Machine After Command: No
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This commandsetsthe AIFS WMM parametefor eitherthe AP or stationparameteset. Theai f s commandmust
be followed by 3 values. The first valueis the accesslass(AC) numberasdefinedin Table7. The secondvalue
indicateswhetherthe AIFS is intendedfor the AP or stationparameteset. A valueof 0 indicatesthe AIFS is for the
AP parameteset. A valueof 1 indicatesthe AIFS is for the stationparameteset. Thethird valueis the actualAIFS
valuein unitsasdescribedn theWMM standard.

Example: Thefollowing commandsetsthe AIFS valuein the AP parametesetfor the BE AC to 3.

mypronpt# iwpriv ath0 aifs 0 0 3

get _ai f s - GetWMM AIFS Parameter

Number Input Arguments; 2

Number Returned Arguments; 1

Default value: N/A

Resets State Machine After Command: No

Thiscommandetrievesthe AIFS WMM parametefor eitherthe AP or stationparameteset. Theget _ai f s command
mustbefollowedby 2 values.Thefirst valueis theacceslass(AC) numberasdefinedin Table7. Thesecondvalue
indicateswhetherto retrieve the valuefrom the AP or stationparameteset. A valueof 0 indicatesthe AIFS valueis

from the AP parameteset. A valueof 1 indicatesthe AIFS valueis from the stationparameteset.

Example: Thefollowing commandgetsthe AIFS valuein the stationparametesetfor the BE AC.
mypronpt# iwpriv athO get_aifs 0 1
at ho get.aifs:2
acm- WMM ACM Bit Value
Number Input Arguments: 3
Number Returned Arguments: 0

Default value: Varies
Resets Sate Machine After Command: No

Thiscommandsetsthe ACM bit valuein the WMM parametersor the stationparameteset. Theacmcommandmust
be followed by 3 values. The first valueis the accesslass(AC) numberasdefinedin Table7. The secondvalue
indicatessthe ACM bit valueis intendedfor the stationparameteset. Thus,the secondvalueshouldalwaysbe 1. The
third valueis the desiredACM bit value(eitherO or 1).

Example: Thefollowing commandsetsthe ACM bit to 1 in the stationparametesetfor the BE AC.

mypronmpt# iwpriv ath0 acm0 1 1

get _acm- Get WMM ACM Bit Value

Number Input Arguments; 2

Number Returned Arguments; 1

Default value: N/A

Resets State Machine After Command: No

This command-etrievesthe ACM bit valuein the currentstationWMM parameteset. The get _acmcommandmust
be followed by 2 values. The first valueis the accesslass(AC) numberasdefinedin Table7. The secondvalue
indicatesthe ACM valueis from the stationparameteset,thusthe secondvalueshouldbe 1.

Example: Thefollowing commandgetsthe ACM bit valuein the stationparametesetfor the BE AC.

myprompt# iwpriv athO get_acm0 1
atho get _acm 0
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noackpol i cy - WMM NoAck Policy Bit Value

Number Input Arguments; 3

Number Returned Arguments: 0

Default value: Varies

Resets State Machine After Command: No

This commandsetsthe NoAck Policy bit valuein theWMM parameter$or the AP parameteset. Thenoackpol i cy

commandmustbe followed by 3 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicateshe NoAck policy bit valueis intendedfor the AP parameteset. Thus,thesecondvalueshould
alwaysbe0. Thethird valueis the desiredNoAck Policy bit value(either0 or 1).

Example: Thefollowing commandsetsthe NoAck Policy bit to 1 in the AP parametesetfor theBE AC.
mypronmpt# iwpriv ath0 noackpolicy 0 1 1

get _noackpol i cy - Get WMM NoAck Policy Bit Value

Number Input Arguments: 2

Number Returned Arguments; 1

Default value: N/A

Resets Sate Machine After Command: No

This commandretrievesthe NoAck Policy bit valuein the currentAP WMM parameteset. The get _noackpol i cy
commandmustbe followed by 2 values. Thefirst valueis the accesslass(AC) numberasdefinedin Table7. The
secondvalueindicatesthe NoAck policy valueis from the AP parameteset,thusthe secondvalueshouldbe0.

Example: The following commandgetsthe NoAck Policy bit valuein the AP parametesetfor the BE
AC.

mypronpt# iwpriv athO get _noackpolicy 0 1
atho get _noackpol icy: 0
ff - AtherosFast Frame Support Enable/Disable
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: Enabled
Resets Sate Machine After Command: No

This commancenablesr disablesAtherosFastFramesupport.Passinga valueof 1 to thedriver enabledastframes.
Passinga valueof O to the driver disabledastframes.By default, fastframesis enabledf the hardwaresupportgast
frames.

Example: Thefollowing commandlisablesAtherosFastFramesupporton at hO.

myprompt# iwpriv ath0 ff 0

get ff - Get AtherosFastFrame Support
Number Input Arguments: 0
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherAtherosFastFramesupportis enabledr disabledn thedriver.
Example: Thefollowing commandetrievesthe statusof AtherosFastFramesupportin thedriver:
mypronpt# iwpriv ath0 get ff
at ho get ff:1

24



xr - AtherosXR Support Enable/Disable
Number Input Arguments; 1
Number Returned Arguments; 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandenableor disablesAtherosXR supportin the driver. Passinga valueof 1 to the driver enablesxR
support.Passinga valueof 0 to the driver disablesXR support.

Example: Thefollowing commandenablesAtherosXR supportin thedriver:

mypronpt# iwpriv ath0 xr 1

get xr - Get AtherosXR Support
Number Input Arguments: O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherAtherosXR supportis enabledor disabledn thedriver.
Example: Thefollowing commandetrievesthe statusof AtherosXR supportin thedriver:

mypronpt# iwpriv ath0 get xr
atho get xr:1
bur st - AtherosSuperA/G Bursting Support Enable/Disable
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Enabled
Resets Sate Machine After Command: No

This commandenablesr disablesAtherosSuperA/Gburstingsupportin the driver. Passinga valueof 1 to thedriver
enablesSuperGoursting. Passinga valueof 0 to the driver disablesSuperA/Ghursting.

Example: Thefollowing commandlisablesAtherosSuperA/Ghurstingin thedriver:

mypronpt# iwpriv ath0 burst 0

get _bur st - Get AtherosSuperA/G Bursting Support
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherAtherosSuperA/Ghurstingsupportis enabledor disabledn thedriver.
Example: Thefollowing commandetrievesthestatusof AtherosSuperA/Gburstingsupporin thedriver:

mypronpt# iwpriv ath0 get _burst
at ho get _burst:1
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ar - AtherosSuperA/G Adaptive Radio (AR) Support Enable/Disable
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Enabled
Resets Sate Machine After Command: No

This commandenablesor disablesAtherosSuperA/GAdaptive Radio(AR)supportin thedriver. Passinga valueof 1
to thedriverenablesAR. Passingavalueof 0 to thedriver disablesAR.

Example: Thefollowing commandlisablesAtherosSuperA/GAR in thedriver:

myprompt# iwpriv ath0 ar 0

get _ar - Get AtherosSuperA/G Adaptive Radio (AR) Support
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherAtherosSuperA/GAR supportis enabledr disabledn thedriver.
Example: Thefollowing commandetrievesthe statusof AtherosSuperA/GAR supportin thedriver:
mypronpt# iwpriv athO get _ar
atho get ar:1
conpr essi on - AtherosSuperA/G CompressionSupport Enable/Disable
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: Disabled
Resets Sate Machine After Command: No

This commandenablesor disablesAtheros SuperA/Gcompressionn the driver. Passinga valueof 1 to the driver
enableardwarecompressionPassinga valueof 0 to the driver disableshardwarecompression.

Example: Thefollowing commandlisablesAtherosSuperA/Ghardwarecompressiotin thedriver:

mypronpt# iwpriv athO conpression 0

get _conpr essi on - Get Atheros SuperA/G CompressionSupport
Number Input Arguments; O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherAtherosSuperA/Ghardwarecompressiosupportis enabledr disabledn thedriver.

Example: Thefollowing commandetrievesthe statusof AtherosSuperA/Ghardwarecompressiorsup-
portin thedriver:

myprompt# iwpriv athO get _conpression
atho get _conmpression: 0
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Bit Position Feature
StaticTurboG (disabled)
Dynamicturbo
Compression
FastFrames
Bursting
WMM basedcwmin/cwmax/lursttuning
XR
AR

coOo~NO UL WN PR

Table8: Abolt Bit PositionDefinitions

abol t - SetABOLT value

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: Varies

Resets Sate Machine After Command: Yes

This commandsetsthe aboltvalueusedto controlthe Atherosproprietaryfeatures.This is a bitmaskwhereeachbit
positioncorrespondso a feature. Settingthe bit to 1 enableghe featureif hardwareis capable.Settingthe bit to 0
disableghefeature.The bitmaskis describedn Table8

pur eg - UseOnly 802.11gData Rates(no legacy802.11bsupport) Enable/Disable
Number Input Arguments: 1
Number Returned Arguments: 0

Default value: Disabled
Resets Sate Machine After Command: Yes

This commandenablesor disables302.11gonly operation(no legag/ 802.11bratesare supported).Passinga value
of 1 to thedriver enables802.11gratesonly operation(ratesbelon 6Mbpsaredisabled).Passinga valueof 0 to the
driverdisables802.11gonly operationandallows legagy 802.11hratesto be supported.

Example: The following commandenables302.11gratesonly operation. Thus,no ratesbelorv 6Mbps
will besupported.

mypronpt# iwpriv athO pureg 0

get _pur eg - Get Statusof 802.11gOnly Data RatesSupport
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhetherthedriveris usingonly 802.11grates(no ratesbelov 6Mbps).

Example: Thefollowing commandeturnswhetherthedriver supports802.11gratesonly.

mypronpt# iwpriv athO get_pureg
atho get _pureg: 0
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wds - Enable/Disable4 Addr ess(WDS) Parsing

Number Input Arguments; 1

Number Returned Arguments. 0

Default value: N/A

Resets State Machine After Command: No

This commandenablesor disables4 addresgarsingon the device. For Stations,enabling4 addresgarsingresults
in the stationpassingup any packetrecevedin a 4 addresgrom to the network layer. Also, ary unicastpacket not
destinedfor the AP which is passedo the stationby the network layer will be sentin 4 addressnode. For AP’s,
enabling4 addresgarsingwill resultin the AP forwardingpacletsto ary MAC addresdrom which it hasreceved
a 4 addresyaclet. Passinga valueof 1 will enable4 addresgarsing. Passinga valueof 0 will disable4 address
parsing.

Example: Thefollowing commandenablest addresgparsingonat ho:

mypronpt# iwpriv ath0 wds 1

get wds - Get Statusof 4 Addr ess(WDS) Parsing
Number Input Arguments: 0
Number Returned Arguments: 1

Default value: N/A
Resets Sate Machine After Command: No

This commandreturnswhether4 addresgarsingis enabledor disabledin the driver. A valueof 1 indicatesthat4
addresgparsingis enabled A valueof 0 indicatesthat4 addressparsingis disabled.

Example: Thefollowing commandeturnsthe statsof addresparsingonat ho:
myprompt# iwpriv athO get wds
atho get wds: 0

count ryi e - Enable Country IE in BeaconEnable/Disable
Number Input Arguments; 1
Number Returned Arguments; 0

Default value: Disabled
Resets Sate Machine After Command: Yes

This commandenablesanddisablegyeneratiorof countrylE in beacorandproberesponseTo enablethe support,a
valueof 1 is passednto thedriver. To disable,avalueof 0 is passednto thedriver.

Example: Thefollowing commandenablesountryie in beacoronat hO:

mypronpt# iwpriv athO countryie 1

get countryi e - Get Country IE Status
Number Input Arguments: O
Number Returned Arguments; 1

Default value: N/A
Resets Sate Machine After Command: No

This commandeturnswhethercountrylE is enabledor disabledn thedriver.
Example: Thefollowing commandetrievesthe countrylE statuson at h0:

myprompt# iwpriv athO get _countryie
at ho get _countryie: 0
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cover agecl ass - SetCoverageClassfor AP
Number Input Arguments; 1
Number Returned Arguments. 0

Default value: 0
Resets Sate Machine After Command: Yes

Thiscommandsetsthe coverageclassfor AP. Coverageclassdeterminesheairpropagatiortime usedin BSSopera-
tion. The coverageclassaluecanbe betweer0 to 31. The coverageclassalueis sentby AP via countrylE element
in beacon.

Example: Thefollowing commandsetsthe coverageclassto 12. onat h0:

mypronmpt# iwpriv athO coveragecl ass 12

get _cover agecl s - Get CoverageClassValue
Number Input Arguments; O
Number Returned Arguments. 1

Default value: N/A
Resets Sate Machine After Command: No

Thiscommandgetscurrentcoverageclassvalue.
Example: Thefollowing commandyetscoverageclassalueonat hO:

mypronpt# iwpriv athO get _coveragecls
atho get _coveragecl s: 12

2 Configuring AP using CLI

This sectiondescribeshe configurationof AtherosLinux AP usingCLI commandsets.

2.1 CLI commands

This sectionlists all the supportedCLI commandsThroughouthis documentCLI commandswill be denotedusing
bold, computerfont asin conmand. Parametergo the commandwill be denotedby non-boldcomputerfont asin
par anet er. Any valueswhich areneededy the parametersvill be denotedusingitalic Timesfont asin value.

Switching the WLAN and BSS

confi gw an wlan.index bss bss_index
confi gw an wian.index
confi g bss bss.index

Useconf i g commando switch currentWLAN (radio) or virtual BSS.Exceptfor the commandconmi t , all
otherCLI commandsreonly effective onthe currentWLAN or BSS.
Theshellpromptreflectsthe currentWLAN andBSSin thefollowing form.

w an[ w an_i ndex, bss_i ndex] ->
or
wh an[w an_i ndex] ->

If only oneindex is in the prompt,it could be eitherthattheres no BSScreatedfor this WLAN, or theres no BSS
currentlyselectedTo selecta BSSwithin thesameWLAN, useconfi g bss bss_i ndex.
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Readingthe AP Configuration

get [paraneter]

Useget commando displaythe currentAP configurationsFor descriptionof eachavailableparameterpleaserefer
to section 2.2.
Modifying the AP Configuration

set paraneter [valug]

Useset commando modify the currentAP configuration.For descriptionof eachavailableparametempleaserefer
to section 2.2.
Adding aBSS

add bss [bss.index]

wherebss.index is avaluefrom 0-3.

Usetheadd commando adda new virtual BSSto the currentWLAN. If the bss.index is not specified the new
BSSwill createdusingthefirst availableindex.

Themaximumnumberof BSSSsis 4.
Deletinga BSS

del bss bss.index
del bss all

in which, bss_index is a valuefrom 0-3.
Usethedel commando deleteavirtual BSS.Thebss.index mustbe specifiedo indicatewhich BSSto delete.If
theBSSvalueall is specifiedall theBSSs onthecurrentWLAN will bedeleted.

Saving the AP Configuration
conmi t

Useconmi t to savethecurrentAP configuration.The saved configurationwill take effectonthenext AP reboot.

Getting Help

hel p conmmand

Usehel p to displaythe usageof eachcommand For the getandsetcommandsthe supportecconfigurationparam-
etersaredisplayed.

2.2 AP Configuration Parameters

This sectiondescribeghe available AP configurationparametersAll parametersvill be savedby thecomi t com-
mandandtake effectuponnext AP reboot.

Authentication Type

get aut hentication
set aut henti cati on authmode

Thesupportedauthenticatiortypesarelistedin Table 9.
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AuthenticationType | Description

open Open-Systenauthenticatiortype

shared Shared-Ky authenticatiortype

auto Allow Open-Systenor SharedKey for authenticatiortype
802.1x 802.1xauthenticationtype

WPA WPAV1 authenticatiortype

WPA-PSK WPAvV1-PSKauthenticatiortype

WPA2 WPAV2 authenticatiortype

WPA2-PSK WPAvV2-PSKauthenticatiortype

WPA-AUTO Allow WPAV1 or WPAV2 for authenticatiortype
WPA-AUTO-PSK Allow WPAV1-PSKor WPAv2-PSKfor authenticatiortype

Table9: SupportedAuthenticationTypes

Auto Channel Select

get aut ochannel sel ect
set aut ochannel sel ect <Enable|Disable>

If aut ochannel sel ect is enabledAP will scanandselectthe bestchannekvailable.If it's disabled a channemust
beexplicitly setby theuser
Radio Channel

get channel
set channel <IEEE channel |Frequency>

If aut ochannel sel ect isenabledget channel will displayAut 0. Otherwiseget channel will displaythecurrent
channebr frequeng, dependingpn the valueuserpreviously set.

Thecommandset channel canacceptbothchannehumbersandfrequenyg values.Whenchannels explicitly
set,aut ochannel sel ect is automaticallyturnedoff.

Cipher Suite

get ci pher
set ci pher cipher_suite

Thesupportedipher _suites areAuto, WEP, TKIP andAES.

Display Configuration
get config

Thiscommandwill displaytheall the AP configurations.

Enable/DisableEncryption

get encryption
set encryption <Enable|Disable>

Unlessencrypt i on is enabledall the securitysettings(authenticationgipher, key, andetc.) will nottake ary effect.

Restore Default Configuration

set factory

Thiscommandwill restoreAP to the defaultfactorysettings.
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Group Key Update Inter val

get groupkeyupdat e
set groupkeyupdat e interval

Theinterval is in seconds.This parameteis valid only whenaut hent i cati on is oneof WPA, WPA-PSK, WPA2,
WPA2-PSK,WPA-AUTO andWPA-AUTO-PSK.

IP Addr essand SubnetMask

set i paddr ip_address
set i pmask ip_-mask

Thesetwo commandsetthe IP addressindsubneimaskof the AP.

Static WEP Key

set key <1-4> <40/104|124> key_material
set key <1-4> default

In which, <1-4> is thevalid key index and <40|104|124> is thevalid key length. Beforesettingthe defaultkey, user
mustsetthekey attheindex first. For example,set key 1 40 1234567890 mustprecedeset key 1 defaul t.
Theset key commands only valid whenAP is usingstaticWER i.e.,aut hent i cat i on is eitheropenor shared.

Operating Mode

get opnode
set opnode mode

The supportednodesarelistedin Table 10.

OperationMode | Description

AP OperatingasWirelessAccessPoint
STA OperatingasWirelessClient
WBR OperatingasWirelessBridge

REPEAOR OperatingasWirelessRepeator

Table10: SupportedOperationMode

SetWPA Passphrase

set passphrase
<ascii_passphrase|hex_key>

Theset passphrase commandis only valid whenaut henti cati on is WPA-PSK, WPA2-PSK, or WPA-AUTO-
PSK. The passphraseould be eitheran ASCII passphrasef lengthfrom 8 to 63 characterspr a 256-bit key in
hexadecimaform.

RADIUS Sewer Configuration

get radi usnane

set radi usnane radius.ip
get radi usport

set radi usport port
set radi ussecret secret

Thesecommandsireusedo specifytheRADIUS senertow whichtheAP istalking. Theparametersadi usnanme and
radi usport areusedto specifythelP addresandportnumberof theRADIUS sener. The parameter adi ussecr et
is usedto specifythe sharedsecretbetweerAP andRADIUS sener.
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Data Rate

get rate
set rate value
set rate best

To displayor setthedatarate,in MB/sec.Whenbest is specifiedjt’s up to the AP to selectthe bestdatarate.

The Sewice SetID

get ssid
set ssid ssid-text

Thessid-text canbenolongerthan32 characters.

WLAN State

get W anstate
set w anst at e <Enable|Disable>

Enableor disablea BSS.Notew anst at e indicateswhethera BSSwill be up or down onthe NEXT reboot,notthe
currentstatus!To makew anst at e take effect, arebootis still required.
Wir elessModes

get wirel essnode
set wirel essnode mode

Thevalid wirelessmodesarelistedin Table 11. auto,11a,11b,11g,turbodynamic(11awith dynamicturbo),turbo
static(11lawith staticturbo)and108gdynamic(11gwith dynamicturbo).

WirelessMode | Description

auto Auto selectwirelessmode

1lla 802.11awirelessmode(5GHz,54Mbps)

11b 802.11bwirelessmode(2.4GHz,11Mbps)

119 802.11gwirelessmode(2.4GHz,54Mbps)with 802.11bcompatibility

turbodynamic | 802.11aDynamicTurbomode(5GHz,108Mbps)
turbostatic 802.11aStaticTurbomode(5GHz,108Mbps)
108gdynamic | 802.11gDynamicTurbomode(2.4GHz,108Mbps)

Tablel1: SupportedVirelessModes

Enable/DisableWMM

get wmm
set wrm<Enable|Disable>

Turnon andoff WMM.

Enable/DisableXR

get xr
set xr <Enable|Disable>

Turnonandoff XR.

33



3 Common Configuration Examplesusing Wir elessExtensions

In this section,we presentcommonconfigurationgor both AP and stationssupportedby the MadWifi driver. We
assumeahedriver andall necessarynoduleshave alreadybeenloaded.The underlyingwirelessdevice is assumedo
bewi fi 0 unlessotherwisenoted. The ethernetlevice is assumedo beet h0.

3.1 SingleAP on a PreselectedChannel

In this section,we give an exampleon how to configurea single MadWifi AP in 802.11aon channel36 with essid
"AtherosWirelessNetwork”. ThedesiredP addresgor the AP is 192.168.0.20.

Example: nypronpt# w anconfig ath create wi andev wifi0 w anmode ap
atho

myprompt # iwconfig athO essid "Atheros Wreless Network" channel 36
myprompt# brctl addbr br0

mypronmpt# brctl addif br0 ethO

mypronpt# bertl addif athO

mypronpt# brctl setfd br0 1

mypronmpt# i fconfig athO up

mypronmpt# i fconfig ethO up

myprompt# ifconfig br0 192.168.0.20 up

Single AP with host apd on an Automtically ChosenChannel

In this example,we configurea singleMadWifi AP in 802.11gusingthe autochannelselect.The AP will useWPA-
PSKvia host apd. Theuserspaceprogramhost apd requiresa configurationfile. The AP will have anIP addresof
192.168.0.20.

Example: Theconfiguratiorfile (named et ¢/ host apd. conf) is shavn below.

i nterface=athO bridge=br0
driver=madw fi

| ogger _sysl og=0

| ogger _sysl og-l evel =0

| ogger _st dout =0

| ogger _st dout _l evel =0

debug=0

eapol _key_i ndex_wor kar ound=0
dunp_file=/tnp/ hostapd.dunp. 0.0
ssi d="Atheros W/l ress Network"
wpa=1

wpa_passphr ase=nmypassphr ase
wpa_key_ngnt =WPA- PSK

wpa_pai rwi se=TKI P CCVP
wpa_gr oup_r ekey=600

Now, thefollowing commandswill createthe AP.

mypronpt# w anconfig ath create w andev wifi0 w anmode ap
atho

myprompt# iwconfig athO essid "Atheros Wrel ess Network"
mypronpt# iwpriv ath0 node 11g

myprompt# brct! addbr br0

mypronpt# brctl addif br0 ethO

myprompt# bertl addif athO

mypronpt# brctl setfd br0 1
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mypronpt# ifconfig athO up
mypronpt# ifconfig ethO up
myprompt# ifconfig br0 192.168.0.20 up
mypronpt # hostapd -dd /etc/hostapd. conf

WPA-PSK Station Usingwpa_suppl i cant

In this example,we will configurethe driver to be a stationattemptingto associatevith the WPA-PSK AP in the
exampleabove. The stationwill have anIP addres®f 192.168.0.100.

Example: The userspaceprogramwpa_suppl i cant requiresa configurationfile. The file usedin this
exampleis shavn below andnamed t np/ ny_psk. conf.

Now,

net wor k={
ssi d="Atheros Wrel ess Network"
scan_ssi d=1
key _mgnt =WPA- PSK
psk="mypassphrase"

}

thefollowing commandswvill createhestationwhichwill scanfor the AP with anSSIDof At her os

Wrel ess Network.

3.2 Thr

myprompt# w anconfig ath create w andev wifi0 w annode sta
atho

mypronmpt# iwconfig athO essid "Atheros Wrel ess Network"
mypronpt# ifconfig athO 192.168.0.100 up

mypronmpt # wpa_supplicant -iath0 -c /tnp/ny_psk.conf -d

eeAP’son a PreselectedChannel

In this section,we give anexampleon how to configurea threeMadWifi AP’sin 802.11a0n channel36 with essids
" At her os_AP1", " At her os_AP2", and" At her so_AP3". All threeAP’s arebridgedtogether The desiredP address
for the AP is 192.168.0.20.

Example: nypronpt# w anconfig ath create w andev wifi0 w annode ap

at h0

mypronpt# w anconfig ath create w andev wifi0 w annode ap

at hl

mypronmpt# W anconfig ath create wl andev wifi 0 w annode ap

at h2

mypronpt# iwconfig athO essid "Atheros_AP1" channel 36
myprompt# iwconfig athl essid "Atheros_AP2"
mypronpt# iwconfig ath2 essid "Atheros_AP3"
myprompt# brctl addbr br0

mypronmpt# brctl addif br0 ethO

mypronpt# bertl addif athO

mypronpt# bertl addif athl

mypronpt# bertl addif ath2

myprompt# brctl setfd br0 1

mypronmpt# i fconfig athO up

myprompt# ifconfig athl up

mypronpt# ifconfig ath2 up

mypronpt# ifconfig ethO up

myprompt# ifconfig br0 192.168.0.20 up
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3.3 SingleWirelessDevice AP Repeater

In this sectionwe give anexampleon how to configureMadWifi asarepeateoperatingwith asinglewirelessdevice
(e.g.,wi fi 0). We assumehereis an existing AP with an SSID of At her os_Base_AP. We wish to “repeat”this AP
usingourdevice. To dothis,wewill createwo VAP’s. Thefirst VAP will beanAP VAP whichwill seneall theclients
in ourrange.ThesecondVAP will beastationVAP usedto assocationvith theexisting AP namedAt her os_Base_AP.
In orderto have botha stationand AP VAP coexist on onebasedevice (e.g.,wi f i 0), the AP VAP mustbe createdirst
followedby the stationVVAP with thenosbeacon optionselectedor the stationVVAP. However, the station VAP must
be broughtup first andallowedto associateinceit will choosethe channelbf the existing AP (At her os_Base_AP).

In thisexample,our AP will not beableto “receive” IP traffic becaus@o IP addreswill beassignedo thebridge
device. However, by assigninganIP addressthe AP canalsoreceve traffic (using3 addresgrames).To supportthe4
addresgrameformatneededor repeatingthewds optionmustbeenabledlt is assumedhe existing AP understands
how to handle4 addresgrames.

Example: nypronpt# w anconfig ath create wiandev wifi0 w anmode ap
atho

mypronmpt# W anconfig ath create wi andev wifi0 w annode sta nosheacon
athl

myprompt # iwconfig athO essid "Atheros_Base_AP"

mypronmpt# iwconfig athl essid "Atheros_Base AP

mypronpt# iwpriv ath0 wds 1

mypronpt# iwpriv athl wds 1

mypronmpt# i fconfig athl up

Now, wait for assocation.

mypronpt# ifconfig athO up

mypronpt# ifconfig ethO up

myprompt# brctl addbr br0

myprompt# brctl addif br0 ethO

mypronpt# bertl addif athO

mypronpt# bertl addif athl

mypronpt# brctl setfd br0 1

myprompt# ifconfig br0 up

3.4 Dual WirelessDevice AP Repeater

In this sectionwe give anexampleon how to configureMadWifi asa “repeater’operatingwith dualwirelessdevices
(e.g.wifi0andw fil). We assumehereis anexisting AP with an SSID of At her os_Base_AP in the802.11aband.
Wewishto “repeat”this AP usingour device but will useadifferentSSID (At her os_Repeat er _AP) for distributionin
our coveragearea.Furthermorethelocal distributionwill bein the802.11gband,notthe802.11aband.Thus,we are
assuminghatwirelessdevicewi f i 0 is capableof operatingn the802.11&band,andwi f i 1 is capableof operatingn
the802.11bband.

Todothis,wewill createtwo VAP’s. TheVAP associategvith wi fi 0 will beastationVAP andtheVAP assocaited
with wi fi 1 will be the AP VAP. Note, the order of creationdoesnot matternow sincethe VAP’s are on different
wirelessdevices. The AP VAP mustsene all the clientsin our rangeandforward their traffic to the baseAP via 4
addresdgormat.

In this example,our AP will alsobeableto “receive” IP traffic andwill havethe P addresof 192.168.0.20.

Example: nypronpt# w anconfig ath create w andev wifi0 w annmode sta
atho

mypronmpt# W anconfig ath create w andev wifil wl annode ap

athl

mypronmpt # i wconfig athO essid "Atheros_Base AP

myprompt # iwconfig athl essid "Atheros_Repeater _AP"

mypronpt# iwpriv ath0 wds 1

mypronmpt# iwpriv athl wds 1

36



mypronpt# ifconfig athl up

mypronpt# ifconfig athO up

myprompt# i fconfig ethO up

myprompt# brctl addbr br0

myprompt# brctl addif br0O ethO
mypronpt# bertl addif athO

mypronpt# bertl addif athl
mypronpt# brctl setfd br0 1

myprompt# ifconfig br0 192.168.0.20 up

3.5 BaseAP Which UnderstandsWDS (4 Addr ess)Frames

In this section,we give an exampleof how to configureMadWifi to be a baseAP which handles4 address802.11
frames.The AP will useAuto channekelectionin the802.11abandandwill have anssidof At her os_Base_AP. The
AP will havean|P addres®f 192.168.0.20The underlyingwirelessdevice is assumedo bewi fi 0.

Example: nypronpt# w anconfig ath create wiandev wifi0 w anmode ap
atho

myprompt # iwconfig athO essid "Atheros_Base_AP"
mypronmpt# iwpriv athO0 wds 1

mypronpt# ifconfig athO up

mypronpt# ifconfig ethO up

myprompt# brctl addbr br0

mypronmpt# brctl addif br0O ethO

mypronpt# bertl addif athO

mypronpt# brctl setfd br0 1

myprompt# ifconfig br0 192.168.0.20 up
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