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1 Configuring MadWifi usingWir elessExtensions

Thissectiondescribestheconfigurationof theAtheroswirelessdriverusingtheWirelessExtensionTools.

1.1 Usingiwconfig

Thegenericiwconfig tool is usedto setparameterswhichcommonacrossmostdrivers.For adetaileddescriptionof
iwconfig, pleaseuseman iwconfig. In thisSection,wewill describetheuseof iwconfig in theMadwifi driver. The
formatsof theiwconfig commandis:
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iwconfig –help
iwconfig –version
iwconfig [interface]
iwconfig interface [essid X] [freq F] [channel C] [sens S] [ap A] [rate R]

[rts RT] [frag FT] [txpower T] [enc E] [key K] [retry R]

Thefirst form of theiwconfig commandgivesabrief helpmessage.Thesecondform of theiwconfig command
returnsthecurrentversionof iwconfig alongwith theversionof thewirelessextensionswith which it wasbuilt.

In thethird form of theiwconfig command,thecurrentwirelessstatusof theinterface is returned.If no interface
is specified,thecurrentwirelessstatusof everynetwork interfaceis returned.Non-wirelessdeviceswill notreturnany
wirelessstatus.

The last form of the iwconfig commandallows the userto changeany of the optionalparameters.Only the
parameterswhich you wish to changeneedto be specified. Unspecifiedparameterswill not be modified. Each
parameteris describedbelow.

essid - ESSID or Network Name

This parametersetstheESSIDor Network Nameto thevalueX. In stationmode,the driver will attemptto join the
network with thesameESSID.In AP mode,thedriverwill useX astheessid.

Example: Thefollowing commandsetsthessidto “AtherosWirelessNetwork” onath0:

myprompt# iwconfig ath0 essid ‘‘Atheros Wireless Network’’

freq/channel - RF Frequencyor Channel

This parametersetsthe frequency or channelof the device. Valuesbelow 1000areinterpretedaschannelnumbers.
Valuesabove 1000areinterpretedin Hz. For frequency values,thesuffix k, M, or G canbeappendedto thevalueto
specifyKilohertz,Megahertz,andGigahertz,e.g.,2.412G,2412M, and2412000000 areall thesamefrequency. Setting
thechannelto aspecificvaluewill overidetheprivatemode controldescribedin Section1.3.

Example: Thefollowing commandsetstheoperatingfrequency to 5.2GHz:

myprompt# iwconfig ath0 freq 5.2G

Eitherof thefollowing commandssetdevice to operateon channel11:

myprompt# iwconfig ath0 freq 11
myprompt# iwconfig ath0 channel 11

sens - Setthe Sensitivity Thr eshold

This parametersetsthe sensitivity thresholdwhich is the lowest signal level for which packets are received to S.
Currently, this thresholdis not implementedandany returnedvalueis meaningless.

ap - Usea SpecificAP

This parametersetsthedevice to only associateto theAP givenby A. ThevalueA is theMAC addressof thedesired
AP. Othervalid valuesfor A areany, auto, andoff .

Example: Thefollowingcommandsetstheath0 devicetousetheAPwith theMACaddress00:03:7f:03:a0:0d.

myprompt# iwconfig ath0 ap 00:03:7f:03:a0:0d
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rate - Fix the Data Transmit Rate

Thisparameteris usedto setthebit ratefor cardssupportingmultiplebit rates.ThevalueR is specifiedin bits/second
andthevaluescanbesuffixedby k, M, or G for kilobits, megabits,andgigabits.Thevalueauto is alsovalid andwill
causesthedevice to usethebit rateselectedby theratecontrolmodule.By specifyingabit ratefollowedby auto, the
driverwill automaticallyselectall bit rateslower thanor equaltwo thevalueprecedingauto.

Example: Thefollowing commandssetsthemaximumbit rateto 36Mbs.Thus,thedriverwill automati-
cally selectthebestratelessthanor equalto 36Mbs.

myprompt# iwconfig ath0 rate 36M auto

rts - Setthe RTS/CTS Thr eshold

This parametersetstheminimumpacketsizefor which thedevice sendsanRTS usingtheRTS/CTShandshake. The
valueRT is thethreshold.If RT is setto eitheroff or themaximumpacketsize,RTS/CTSis disabled.

Example: Thefollowing commandsetstheminimumpacketsizeto usetheRTS/CTShandshaketo 40.

myprompt# iwconfig ath0 rts 40

frag - Setthe Fragmentation Thr eshold

Thisparametersetsthemaximumfragmentsize.By settingFT to off , fragmentationis disabled.

Example: Thefollowing commandsetsath0 to fragmentall packetsto at most512bytes.

myprompt# iwconfig ath0 frag 512

key/enc - Manipulate WEP Encryption Keysand Mode

Thisparameteris usedto manipulatetheWEPkey andauthenticationmode.Thekey parametercanbeusedto setthe
key, changethe key, selectactive keys, enableanddisableWEP, andsettheauthenticationmode. Up to 4 keys can
bestoredin thedriver. Eachinstanceof thekey commandmanipulatesonly onekey. Thus,to changeall 4 keys, 4
separatecommandsmustbeused.

To selectwhich key is active, use“[ index]” for K whereindex is the desiredkey number. To changethe key
value,K is just thenew key valuein hexadecimal.If anASCII string is usedfor thekey value,perpend“s:” to the
key. To changeakey otherthanthecurrentkey, perpendthekey with “[ index]” whereindex is thenumberof thekey
you wish to change.Includingthevaluesopen or restricted in K changestheauthenticationmodebetweenopen
authenticationandrestrictedauthentication.To disableWEP, K shouldbeoff.

Example: Thefollowing commandsetsthedefault key to bekey 3:

myprompt# iwconfig ath0 key [3]

Thefollowing commandsetsthedefaultkey to bethehex key 0xDEAD-BEEF-AA:

myprompt# iwconfig ath0 key DEAD-BEEF-AA

The following commandsetskey 2 to the ASCII phrase“password” andsetsthe authenticationtype to
open:

myprompt# iwconfig ath0 key [2] s:password open

Thefollowing commanddisablesWEP:

myprompt# iwconfig ath0 key off
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txpower - SetTransmit Power

This parametersetsthetransmitpower for datapacketsto W dBm. ThevalueW canalsobeauto andoff whereauto
usesautomaticpowercontrol.

Example: The following commandsetsall datapacketsto transmitat either30 dBm or the maximum
allowedin thecurrentregulatorydomain:

myprompt# iwconfig ath0 txpower 30

retry - SetRetry Limit

This parametersetsthe maximumnumberof retriesusedin the softwareretry algorithm. Currently, the driver does
not implementsoftwareretry, thusthisparameteris meaningless.

1.2 Usingwlanconfig

The currentMadWifi driver supportsmultiple AP’s andconcurrentAP/Stationmodeoperationon the samedevice.
Thedevicesarerestrictedto usingthesameunderlyinghardware,thusarelimited to coexisting on thesamechannel
andusingthesamephysicallayer features.Eachinstanceof anAP or stationis calleda Virtual AP (or VAP). Each
VAPcanbein eitherAP mode,StationMode,“special”stationmode,andMonitor mode.EveryVAPhasanassociated
underlyingbasedevicewhich is createdwhenthedriver is loaded.

Creatinganddestroying VAP’saredonethroughthewlanconfig tool foundin theMadWifi toolsdirectory. Run-
ning thewlanconfig utility with no argumentsreturnsa brief help line. The format of the wlanconfig command
takestwo forms:

wlanconfig VAP create wlandev Base Device wlanmode mode [bssid
�
-bssid] [nosbeacon]

wlanconfig VAP destroy

Every Linux network device consistsof a prefix followedby a numberindicatingthedevice numberof thenetwork
device. For instance,the ethernetdevices are namedeth0, eth1, eth2, etc. EachVAP which is createdis also
registeredasa Linux network device. ThevalueVAP canbeeithera prefix nameof theLinux network device, or it
canbetheentiredevicename.For instance,specifyingVAP asath letstheLinux kerneladdthenetwork deviceasthe
next device with theprefix ath. Thus,theLinux kernelappendsthepropernumberto theendto form thefull device
name,e.g.,ath1 if ath0 alreadyexists. However, thefull device namecanalsobespecified.For instance,VAP can
alsobeath2. In this case,thenetwork deviceath2 is registered,regardlessof whetherath1 exists.

TheBase Device is theunderlyingwirelessnetwork devicenamecreatedwhentehdriver is loaded.TheMadWifi
driver createswifi0, wifi1, etc.astheunderlyingdevices. By specifyingtheBase Device, theVAP is createdwith
theBase Device astheparentdevice.

Themode is theoperatingmodeof theVAP. Theoperatingmodeof theVAP cannotbechangedonceit is created.
In specialcases,the operatingmodeof the VAP canbe differentfrom the operatingmodeof the underlyingparent
device. Thefirst VAP whichis created setstheoperatingmodeof theunderlyingdevice. If thefirst VAP is deletedand
anew VAP is createdwith adifferentoperatingmodethantheoriginalVAP, thentheoperatingmodeof theunderlying
device is changedto thenew operatingmode.Thevalid operatingmodesandtheir descriptionsaregivenin Table1.

Mode Description
Auto Auto selectoperatingmode
Managed Stationmodefor infrastructurenetworks
Master AP mode
Monitor Passivemonitor(promiscuous)mode

Table1: wlanconfig OperatingModes

Only onestationVAP canexist on a device. If the stationVAP is thefirst VAP created,thenno otherVAPs are
allowedto becreated.If thefirst VAP createdis in AP (Master)mode,thenonestationVAP is allowedto becreated.In
thiscase,otherAP VAPscanalsobecreatedafterthestationVAP. WhenAP andstationVAPscoexist, thenosbeacon
flag mustbe usedwhencreatingthe station. This flag disablesthe useof hardwarebeacontimersfor stationmode
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operation.This is necessarybecauseconcurrentAP andstationoperationimplies the stationshouldnot modify the
TSFclock for theAPs.

Creatingmultiple VAPstypically impliesthattheMAC addressof eachVAP is different.However, if the-bssid
flag is used,thentheMAC addressof theunderlyingwirelessdevice is clonedfor theVAP beingcreated.

To destroy avap,thewlanconfig commandis usedwith thedestroy parameter. In thiscase,thefull devicename
mustbeused,i.e. you mustspecifytheentirename,not just thedeviceprefix.

Example: Oncethedriver is loaded,if we wish to usethesystemasonly a station,thenwe would create
asinglestationVAP. Thefollowing commandcreatesa singlestationVAP nameath0 ondevicewifi0:

myprompt# wlanconfig ath wlandev wifi0 wlanmode sta

Notethatno otherVAPscanbecreatedsincethewe areassumingthis is thefirst VAP createdonwifi0.
Sincethis is the first VAP created,we only needto specify ath, not ath0. However, the following
comanndwouldalsobecorrect:

myprompt# wlanconfig ath0 wlandev wifi0 wlanmode sta

TheMAC addressof thestationVAP is thesameastheunderyingdevice’s MAC addresssinceit is the
first VAP created.

Example: Now, we wish to createtwo AP VAPs on device wifi0. The first device will have a cloned
MAC addresstaken from the underlyingdevice. The secondVAP will have a “virtual” MAC address
formedfrom the underlyingdevice’s MAC address.The first VAP will beath0 andthe seconddevice
will beath2.

myprompt# wlanconfig ath wlandev wifi0 wlanmode ap
myprompt# wlanconfig ath2 wlandev wifi0 wlanmode ap

Example: Now, we wish to createtwo AP VAPs on device wifi0. Both deviceswill have a the same
MAC addresswhich is clonedfro theunderlyingdevice. Thefirst VAP will beath0 andthesecondVAP
will beath1.

myprompt# wlanconfig ath wlandev wifi0 wlanmode ap -bssid myprompt# wlanconfig
ath wlandev wifi0 wlanmode ap -bssid

Example: Now, we wish to createtwo AP VAPsandonestationVAP. TheAP VAPs will beath0 and
ath2 andthestationVAP will beath1.

myprompt# wlanconfig ath wlandev wifi0 wlanmode ap myprompt# wlanconfig ath
wlandev wifi0 wlanmode sta nosbeacon myprompt# wlanconfig ath wlandev wifi0
wlanmode ap

Example: Now, wewishto destroy aVAP (regardlessof its operatingmode).Weassumethereis acurrent
VAP namedath0 which is theonewe wish to destroy.

myprompt# wlanconfig ath0 destroy

1.3 Private (non-standard)Dri ver Commands

Thefollowing is a list of theprivatecommandswhich areaccessibleusingiwpriv. Thegeneralsyntaxof iwpriv is

iwpriv device [command] [parameters].

The entire list of iwpriv commandscanbe found by issuingan iwpriv to a device without any command. The
resultinglist of commandshasseveral columns. The numberof parametersallowed for eachcommandis listed.
Parametersareclassifiedaseither“set” or “get” parameters.“Set” parametersareparameterswhich theusersupplies
to thedriver. “Get” parametersareparameterswhich thedriverreturnsto theuser.
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1.4 List of iwpriv Commands

setoptie - SetOptional Inf ormation Element

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: ??
Resets State Machine After Command: ??

Thiscommandtakesa 256byteinputparameterwhichspecifies?

getoptie - Get Optional Inf ormation Element

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: ??

Thiscommandsgetstheoptionalinformationelement.Theinformationelementis returnedas256bytes.

mode - SetWir elessMode

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: automode
Resets State Machine After Command: Yes

Thiscommandsetsthewirelessmodeto oneof themodesdescribedin Table2. Up to 6 charactersor asinglenumber
areacceptedasthe mode. The6 charactermodenamesaregiven in the left columnin Table2. The corresponding
modenumberis givenin themiddlecolumn.

Mode Number Description
auto 0 Auto selectoperatingmode
11a 1 802.11a(5GHz)mode(54Mbps)
11b 2 802.11b(2.4GHz)mode(11Mbps)
11g 3 802.11g(2.4GHz)modewith 802.11bcompatibility(54Mbps)
fh 4 80211FH mode
11adt/111at 5 802.11a(5GHz)Dynamicturbomode
11gdt/11gt 6 802.11g(2GHz)dynamicturbomode(108Mbps)
11ast 7 802.11a(5GHz)staticturbomode

Table2: 802.11OperatingModes

Example: Eitherof thefollowing two commandswill setthewirelessoperatingmodeon adevicenamed
ath0 to use802.11adynamicturbo:

myprompt# iwpriv ath0 mode 11a

or

myprompt# iwpriv ath0 mode 1
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get mode - Get Wir elessMode

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthewirelessmodeof VAP. Thereturnedvaluescorrespondto themodesgivenin Table2.

Example: The following commandretrievesthe wirelessmodeof a device namedath0 which we will
assumeis operatingin the802.11gmode:

myprompt# iwpriv ath0 get mode
ath0 get mode:11g

hide ssid - Enable/DisableHiding of the 802.11SSID

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: Yes

This commandenablesanddisablestheability to hide the802.11SSID in thebeaconif theVAP is in AP mode.To
enablehiding of theSSID,a valueof 1 is passedinto thedriver. To disablehiding of theSSID,a valueof 0 is passed
into thedriver.

Example: Thefollowing commandenableshiding the802.11SSIDonath0:

myprompt# iwpriv ath0 hide ssid 1

get hide ssid - Get Statusof 802.11SSIDHiding Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandreturnswhetherthedriver is currentlyhiding the802.11SSIDin beacons.A valueof 1 indicatesthat
theVAP is hiding the802.11SSID.A valueof 0 indicatestheVAP is not hiding the802.11SSID.

Example: Thefollowing commandretrieveswhetherath0 is hiding the802.11SSIDin its beacon:

myprompt# iwpriv ath0 get hide ssid
ath0 get hide ssid:0

protmode - Enable/Disable802.11gProtectionMode

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Enabled
Resets State Machine After Command: Yes

Thiscommandenablesanddisablesthe802.11gprotectionmode.To enable802.11gprotection,avalueof 1 is passed
into thedriver. To disable802.11gprotection,a valueof 0 is passedinto thedriver.

Example: Thefollowing commanddisables802.11gprotectiononath0:

myprompt# iwpriv ath0 protmode 0
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get protmode - Get Statusof 802.11gProtectionMode

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandreturnswhetherthedriver is currentlyusing802.11gprotectionmode.A valueof 1 indicatesthat the
VAP is using802.11gprotection.A valueof 0 indicatestheVAP is not using802.11gprotection.

Example: Thefollowing commandretrieveswhetherath0 is using802.11gprotectionmode:

myprompt# iwpriv ath0 get protmode
ath0 get protmode:1

inact init - SetInactivity Period for INIT State

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 30secs
Resets State Machine After Command: No

Thiscommandssetstheinactivity periodfor whenthenet80211statemachineis in theINIT (initialization)state.The
argumentpassedinto thedriver is thedesiredinactivity periodin seconds.

Example: Thefollowing commandsetstheinactivity periodfor theINIT stateonath0 to 90 seconds:

myprompt# iwpriv ath0 inact init 90

get inact init - Get Inactivity Period for INIT State

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandsgetstheinactivity periodfor whenthenet80211statemachineis in theINIT (initialization) state.

Example: Thefollowing commandgetstheinactivity periodfor theINIT stateonath0:

myprompt# iwpriv ath0 get inact init
ath0 get inact init:30

inact auth - SetInactivity Period for AUTH State

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 180secs
Resets State Machine After Command: No

This commandssetsthe inactivity periodfor whenthenet80211statemachineis in theAUTH (authorization)state.
Theargumentpassedinto thedriver is thedesiredinactivity periodin seconds.

Example: Thefollowing commandsetstheinactivity periodfor theAUTH stateonath0 to 90 seconds:

myprompt# iwpriv ath0 inact auth 90
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get inact auth - Get Inactivity Period for AUTH State

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandsgetstheinactivity periodfor whenthenet80211statemachineis in theAUTH (authorization)state.

Example: Thefollowing commandgetstheinactivity periodfor theAUTH stateonath0:

myprompt# iwpriv ath0 get inact auth
ath0 get inact auth:180

inact - SetInactivity Period for RUN State

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 300secs
Resets State Machine After Command: No

This commandssetsthe inactivity periodfor whenthe net80211statemachineis in the RUN (running)state. The
argumentpassedinto thedriver is thedesiredinactivity periodin seconds.

Example: Thefollowing commandsetstheinactivity periodfor theRUN stateonath0 to 90 seconds:

myprompt# iwpriv ath0 inact 90

get inact - Get Inactivity Period for RUN State

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandsgetstheinactivity periodfor whenthenet80211statemachineis in theRUN (running)state.

Example: Thefollowing commandgetstheinactivity periodfor theRUN stateonath0:

myprompt# iwpriv ath0 get inact
ath0 get inact:300

dtim period - SetDTIM Period

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: Yes

ThiscommandsetsthebeaconDTIM period.Theargumentpassedto thedriver is thedesiredDTIM periodin ms.

Example: Thefollowing commandsetstheDTIM periodto 2 msonath0:

myprompt# iwpriv ath0 dtim period 2
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get dtim period - Get BeaconDTIM Period

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandgetsthecurrentbeaconDTIM in ms.

Example: Thefollowing commandgetstheDTIM periodonath0:

myprompt# iwpriv ath0 get dtim period
ath0 get dtim period:1

bintval - SetBeaconInter val Value

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: Yes

Thiscommandsetsthebeaconinterval. Theargumentpassedto thedriver is thedesiredbeaconinterval in ms.

Example: Thefollowing commandsetsthebeaconinterval to 25 msonath0:

myprompt# iwpriv ath0 bintval 25

get bintval - Get BeaconInter val Value

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandgetsthecurrentbeaconinterval in ms.

Example: Thefollowing commandgetsthebeaconinterval onath0:

myprompt# iwpriv ath0 get bintval
ath0 get bintval:100

doth - 802.11hSupport Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: Yes

This commandenablesanddisablesthe802.11hsupport.To enablethesupport,a valueof 1 is passedinto thedriver.
To disable802.11hsupport,a valueof 0 is passedinto thedriver.

Example: Thefollowing commandenables802.11honath0:

myprompt# iwpriv ath0 doth 1
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get doth - Get 802.11hSupport Status

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnswhether802.11hsupportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthe802.11hstatusonath0:

myprompt# iwpriv ath0 get doth
ath0 get doth:0

doth reassoc - Generatea ReassociationRequest

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandinstructsthedriverto generateaReassociationrequest.A singleinputparameteris neededbut ignored.

Example: Eitherof thefollowing commandsgeneratesa reassociationrequestonath0.

myprompt# iwpriv ath0 doth reassoc 1

or

myprompt# iwpriv ath0 doth reassoc 0

doth pwrtgt - SetMaximum Desired Power for Transmission

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

This commandsetsthedesiredmaximumpower on thecurrentchannel.Theminimumof this desiredvalueandthe
regulatorymaximumis usedasthetruetransmissionpower. Thesingleargumentpassedinto thedriver is thedesired
power level in 0.5dBmsteps.

Example: To setthedesiredpower level on thecurrentchannelto be13 dBm,thefollowing commandis
used:

myprompt# iwpriv ath0 doth pwrtgt 26

wpa - Enable/DisableWPA/WPA2 Support

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: Yes

Thiscommandenablesor disablesWPA or WPA2 support.A singleargumentis passedto thedriver indicatingwhich
encryptionprotocolsis to besupported.Table3 lists theargumentsandtheencryptionprotocolssupported.

Example: To enablebothWPA andWPA2, thefollowing commandis used:

myprompt# iwpriv ath0 wpa 3
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Argument ProtocolSupported
0 No WPA
1 WPA Supported
2 WPA2 Supported
3 BothWPA andWPA2 supported

Table3: WPA/WPA2 SupportArguments

mcastcipher - SetGroup KeyLength

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

This commandsetsthe group key (multicast) key length. This commandis usedmainly by hostapd. Seethe
driver madwifi.c file in hostapd for detailson theuseof thiscommand.

get mcastcipher - Get Group KeyLength

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentgroupkey length.Thiscommandis usedmainlyby hostapd.

mcastcipher - SetGroup KeyCipher

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandsetsthegroupkey (multicast)cipher. Thiscommandisusedmainlybyhostapd. Seethedriver madwifi.c
file in hostapd for detailson theuseof thiscommand.

get mcastcipher - Get Group KeyCipher

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentgroupkey cipher. This commandis usedmainlyby hostapd.

ucastciphers - SetPairwise UnicastKeyCiphers

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

This commandsetsthe pairwise unicastkey cipher. Each bit position indicatesa supportedWPA pairwise ci-
pher. The bitmaskand definitionsare definedin hostapd. This commandis usedmainly by hostapd. Seethe
driver madwifi.c file in hostapd for detailson theuseof thiscommand.
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get ucastciphers - Get Pairwise Unicast KeyCiphers

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentpairwiseunicastkey ciphers.Thiscommandis usedmainly by hostapd.

ucastcipher - SetUnicastCipher

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandsetstheunicastkey cipher. Currentlynot used.

get ucastcipher - Get Curr ent Unicast cipher

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentunicastkey cipher. Currentlynot used.

ucastkeylen - SetUnicastKeyLength

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 13
Resets State Machine After Command: No

This commandsetsthe lengthof the unicastkey. A singleparameteris suppliedwhich is the desiredlengthof the
unicastkey. Thedesiredlengthmustbea positivenumberlessthan16. Currentlynot used.

Example: To settheunicastkey lengthonath0 to 10, thefollowing commandis used:

myprompt# iwpriv ath0 ucastkeylen 10

get ucastkeylen - Get Curr ent UnicastKeyLength

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentunicastkey length.Currentlynot used.

Example: Thefollowing commandreturnsthecurrentunicastkey lengthbeingusedonath0.

myprompt# iwpriv ath0 get ucastkeylen
ath0 get ucastkeylen:13
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Parameter Algorithm
0 No WPA Algorithm
1 WEPAlgorithm
2 WPA TKIP Algorithm
3 WPA CCMPAlgorithm

Table4: Key ManagementAlgorithms

keymgtalgs - SelectKeyManagementAlgorithm

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 3
Resets State Machine After Command: Yesif WPA/WPA2 is enabled

This commandselectsthe key managementalgorithmused. A singleparameteris passedinto the driver indicating
which algorithmto use. Table4 lists the parametervalueandthe correspondingalgorithm. This commandis used
usedby hostapd andwpa supplicant.

Example: To setthekey managementalgorithmto ???onath0, thefollowing commandis used:

myprompt# iwpriv ath0 keymgtalgs 2

get keymgtalgs - Get Curr ent KeyManagementAlgorithm

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentkey managementalgorithm.Thevaluereturnedcorrespondsto thekey management
algorithmasdictatedby Table4.

Example: Thefollowing commandreturnsthecurrentkey managementalgorithmbeingusedonath0.

myprompt# iwpriv ath0 get keymgtalgs
ath0 get keymgtalgs:3

rsncaps - Set???

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: ??
Resets State Machine After Command: Yesif WPA/WPA2 is enabled

Thiscommandssets???.

Example: Thefollowing commandsetsthe???of ath0 to XX:

myprompt# iwpriv ath0 rsncaps XX

get rsncaps - Get Curr ent ???

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnsthecurrentvalueof ???.

Example: Thefollowing commandreturnsthecurrentvalueof ???onath0.

myprompt# iwpriv ath0 get rsncaps
ath0 get rsncaps:0
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roaming - SetRoaming Mode

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Auto
Resets State Machine After Command: No

Thiscommandsetstheroamingmodewhich is effectively who controlstheoperation(statetransitions)of the802.11
statemachinewhenrunningasa station. Stationsareeithercontrolledby the driver (typically whenmanagement
framesareprocessedby thehardware),thehost(auto/normaloperationof the802.11layer),or explicitly throughioctl
requestswhenapplicationssuchaswpa supplicant wantcontrol.A singleargumentis passedto thedriverindicating
thedesiredroamingmode.Table5 lists theargumentsandcorrespondingroamingmodes.

Argument RoamingMode Description
0 Device Driver/hardwarecontrol
1 Auto 802.11layercontrol
2 Manual ioctl/applicationcontrol

Table5: RoamingModeArguments

Example: Thefollowing commandsetstheroamingmodeto Auto onath0.

myprompt# iwpriv ath0 roaming 1

get roaming - Get Roaming Mode

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnstheroamingmodeof thedevice. Thereturnedvaluecorrespondsto themodesgivenin Table5.

Example: Thefollowing commandreturnstheroamingmodeof ath0:

myprompt# iwpriv ath0 get roaming
ath0 get roaming:1

privacy - Enable/DisablePrivacy

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandenablesor disablesprivacy on thedevice. Passinga valueof 1 enablesprivacy. Passinga valueof 0
disablesprivacy.

Example: Thefollowing commandenablesprivacy onath0:

myprompt# iwpriv ath0 privacy 1
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get privacy - Get PrivacyStatus

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnstheprivacy statusonthedevice. A valueof 1 indicatesprivacy is enabled.A valueof 0 indicates
privacy is disabled.

Example: Thefollowing commandreturnstheprivacy statusonath0:

myprompt# iwpriv ath0 get privacy
ath0 get privacy:0

dropunencrypted - Enable/DisableDropping of Unencryptednon-PAE frames

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandenablesor disablesdroppingof unencryptednon-PAE framesreceived. Passinga valueof 1 enables
droppingof unencryptednon-PAE frames.Passinga valueof 0 disablesdroppingof unencryptednon-PAE frames.

Example: Thefollowing commandenablesdroppingof unencryptednon-PAE framesonath0:

myprompt# iwpriv ath0 dropunencrypted 1

get dropunencry - Get Statusof Dropping of Unencryptednon-PAE frames

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandreturnswhetherthe device is droppingunencryptednon-PAE frames. A value of 1 indicatesthat
unencryptednon-PAE framesarebeingdropped. A valueof 0 indicatesthat unencryptednon-PAE framesarenot
beingdropped.

Example: Thefollowing commandreturnswhetherath0 is droppingunencryptednon-PAE frames:

myprompt# iwpriv ath0 get dropunencry
ath0 get dropunencry:0

get wpa - Get WPA/WPA2 Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandgetsthecurrentstatusof WPA/WPA2 supportin thedriver.

Example: Thefollowing commandretrievesthestatusof WPA/WPA2 supportin thedriver:

myprompt# iwpriv ath0 get wpa
ath0 get wpa:0
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countermeasures - Enable/DisableWPA/WPA2 Countermeasures

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandenablesor disablesWPA/WPA2 countermeasures.Passinga valueof 1 enablescountermeasuresif
WPA or WPA2 areenabled.Passingavalueof 0 disablescountermeasures.

Example: Thefollowing commandenablesWPA/WPA2 countermeasuresin thedriver:

myprompt# iwpriv ath0 countermeasures 1

get countermeas - Get Statusof WPA/WPA2 Countermeasures

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandreturnsthestatusof WPA/WPA2 countermeasuresupport.A valueof 1 indicatesWPA/WPA2 coun-
termeasuresareenabled.A valueof 0 indicatesWPA/WPA2 countermeasuresaredisabled.

Example: Thefollowing commandretrievesthestatusof WPA/WPA2 countermeasuresin thedriver:

myprompt# iwpriv ath0 get countermeas
ath0 get countermeas:0

get driver caps - Get Dri ver Capabilities

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandgetsthecurrentdrivercapabilities.Thebitmaskof capabilitiescanbefoundin thefile net80211/ieee80211 var.h.

Example: Thefollowing commandretrievesthecapabilitiesof thedriver

myprompt# iwpriv ath0 get driver caps
ath0 get driver caps:126018575

addmac - Add MAC addressto ACL list

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandtakesa singleargumentwhich is theMAC addressto beaddedto theACL list.

Example: Thefollowing commandaddstheMAC address00:03:7F:03:A0:0Cto theACL list.

myprompt# iwpriv ath0 add mac 00:03:7f:03:a0:0c
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delmac - DeleteMAC addressto ACL list

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandtakesa singleargumentwhich is theMAC addressto bedeletedfrom theACL list.

Example: Thefollowing commanddeletestheMAC address00:03:7F:03:A0:0Cfrom theACL list.

myprompt# iwpriv ath0 del mac 00:03:7F:03:A0:0C

maccmd - Setor Modify the MAC/ACL Handling

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

Thiscommandtakesasingleargumentwhichdescribestheactiononewishesto takeon theMAC/ACL list. MAC ad-
dressescanbeadded/deletedfrom theACL list usingtheaddmac anddelmac commands.Table6 givesthecommands
andtheir associatedactions.

Argument Action
0 No ACL checkingis performed
1 Only allow ACL’s in theACL list
2 Only deny ACL’s in theACL list
3 FlushtheACL database
4 RemovetheACL policy

Table6: ACL Commands

Example: Thefollowing commanddeniestraffic to all MAC addressesin theACL list onath0.

myprompt# iwpriv ath0 maccmd 2

wmm - WMM Support Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Enabled
Resets State Machine After Command: Yes

This commandenablesor disablesWMM support.Passinga valueof 1 to thedriver enablesWMM. Passinga value
of 0 to thedriverdisablesWMM. By default,WMM is enabled.

Example: Thefollowing commanddisablesWMM supportonath0.

myprompt# iwpriv ath0 wmm 0

get wmm - Get WMM Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherWMM supportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthestatusof WMM supportin thedriver:

myprompt# iwpriv ath0 get wmm
ath0 get wmm:1
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cwmin - WMM CWmin Parameter

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No

This commandsetstheCWmin WMM parameterfor eithertheAP or stationparameterset. A descriptionof theAP
andstationparametersetandtheir default valuescanbefoundin theWMM standard.Thecwmin commandmustbe
followed by 3 values. The first valueis the accessclass(AC) numberasdefinedin Table7 taken from the WMM
standard.ThesecondvalueindicateswhethertheCWmin valueis intendedfor theAP or stationparameterset.A value
of 0 indicatestheCWmin is for theAP parameterset.A valueof 1 indicatestheCWmin is for thestationparameterset.
Thethird valueis theactualvalueof theCWmin in unitsasdescribedin theWMM standard.

AC Number AccessClassDescription
0 BE - BestEffort
1 BK - Background
2 VI - Video
3 VO - Voice

Table7: Accessclass(AC) Values

Example: Thefollowing commandsetstheCWmin in thestationparametersetfor theVO AC to 2.

myprompt# iwpriv ath0 cwmin 3 1 2

get cwmin - Get WMM CWmin Parameter

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandretrieves the CWmin WMM parameterfor either the AP or stationparameterset. The get cwmin
commandmustbe followedby 2 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve thevaluefrom theAP or stationparameterset. A valueof 0 indicatesthe
CWmin is from theAP parameterset.A valueof 1 indicatestheCWmin is from thestationparameterset.

Example: Thefollowing commandgetstheCWmin in theAP parametersetfor theVI AC.

myprompt# iwpriv ath0 get cwmin 2 0
ath0 get cwmax:4

cwmax - WMM CWmax Parameter

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No

This commandsetsthe CWmax WMM parameterfor either the AP or stationparameterset. The cwmax command
mustbefollowedby 3 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. Thesecondvalue
indicateswhethertheCWmax valueis intendedfor theAP or stationparameterset.A valueof 0 indicatestheCWmax

is for theAP parameterset. A valueof 1 indicatestheCWmax is for thestationparameterset. Thethird valueis the
actualvalueof theCWmax in unitsasdescribedin theWMM standard.

Example: Thefollowing commandsetstheCWmax in theAP parametersetfor theBK AC to 5.

myprompt# iwpriv ath0 cwmax 1 0 5
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get cwmax - Get WMM CWmax Parameter

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandretrieves the CWmax WMM parameterfor either the AP or stationparameterset. The get cwmax
commandmustbe followedby 2 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve thevaluefrom theAP or Stationparameterset. A valueof 0 indicatesthe
CWmax is from theAP parameterset.A valueof 1 indicatestheCWmax is from thestationparameterset.

Example: Thefollowing commandgetstheCWmax in thestationparametersetfor theBE AC.

myprompt# iwpriv ath0 get cwmax 0 1
ath0 get cwmax:10

txoplimit - WMM TxOp Limit Parameter

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No

This commandsetsthe TxOp limit WMM parameterfor either the AP or stationparameterset. The txoplimit
commandmustbe followedby 3 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicateswhethertheTxOp limit is intendedfor theAP or stationparameterset.A valueof 0 indicates
theTxOp limit is for theAP parameterset.A valueof 1 indicatestheTxOp limit is for thestationparameterset.The
third valueis theactualvalueof theTxOp limit in unitsasdescribedin theWMM standard.

Example: Thefollowing commandsetstheTxOp limit in theAP parametersetfor theBE AC to 1024.

myprompt# iwpriv ath0 txoplimit 0 0 1024

get txoplimit - Get WMM TxOp Limit Parameter

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandretrievestheTxOpLimit WMM parameterfor eithertheAPorstationparameterset.Theget txoplimit
commandmustbe followedby 2 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicateswhetherto retrieve thevaluefrom theAP or stationparameterset. A valueof 0 indicatesthe
TxOp limit is from theAP parameterset.A valueof 1 indicatestheTxOp limit is from thestationparameterset.

Example: Thefollowing commandgetstheTxOp limit in thestationparametersetfor theBE AC.

myprompt# iwpriv ath0 get txoplimit 0 1
ath0 get txoplimit:2048

aifs - WMM AIFS Parameter

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No
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This commandsetstheAIFS WMM parameterfor eithertheAP or stationparameterset. Theaifs commandmust
be followed by 3 values. The first valueis the accessclass(AC) numberasdefinedin Table7. The secondvalue
indicateswhethertheAIFS is intendedfor theAP or stationparameterset.A valueof 0 indicatestheAIFS is for the
AP parameterset.A valueof 1 indicatestheAIFS is for thestationparameterset.Thethird valueis theactualAIFS
valuein unitsasdescribedin theWMM standard.

Example: Thefollowing commandsetstheAIFS valuein theAP parametersetfor theBE AC to 3.

myprompt# iwpriv ath0 aifs 0 0 3

get aifs - Get WMM AIFS Parameter

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandretrievestheAIFSWMM parameterfor eithertheAP or stationparameterset.Theget aifs command
mustbefollowedby 2 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. Thesecondvalue
indicateswhetherto retrieve thevaluefrom theAP or stationparameterset.A valueof 0 indicatestheAIFS valueis
from theAP parameterset.A valueof 1 indicatestheAIFS valueis from thestationparameterset.

Example: Thefollowing commandgetstheAIFS valuein thestationparametersetfor theBE AC.

myprompt# iwpriv ath0 get aifs 0 1
ath0 get aifs:2

acm - WMM ACM Bit Value

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No

ThiscommandsetstheACM bit valuein theWMM parametersfor thestationparameterset.Theacm commandmust
be followed by 3 values. The first valueis the accessclass(AC) numberasdefinedin Table7. The secondvalue
indicatestheACM bit valueis intendedfor thestationparameterset.Thus,thesecondvalueshouldalwaysbe1. The
third valueis thedesiredACM bit value(either0 or 1).

Example: Thefollowing commandsetstheACM bit to 1 in thestationparametersetfor theBE AC.

myprompt# iwpriv ath0 acm 0 1 1

get acm - Get WMM ACM Bit Value

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandretrievestheACM bit valuein thecurrentstationWMM parameterset.Theget acm commandmust
be followed by 2 values. The first valueis the accessclass(AC) numberasdefinedin Table7. The secondvalue
indicatestheACM valueis from thestationparameterset,thusthesecondvalueshouldbe1.

Example: Thefollowing commandgetstheACM bit valuein thestationparametersetfor theBE AC.

myprompt# iwpriv ath0 get acm 0 1
ath0 get acm:0
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noackpolicy - WMM NoAck Policy Bit Value

Number Input Arguments: 3
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: No

This commandsetstheNoAck Policy bit valuein theWMM parametersfor theAP parameterset.Thenoackpolicy
commandmustbe followedby 3 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicatestheNoAck policy bit valueis intendedfor theAP parameterset.Thus,thesecondvalueshould
alwaysbe0. Thethird valueis thedesiredNoAck Policy bit value(either0 or 1).

Example: Thefollowing commandsetstheNoAck Policy bit to 1 in theAP parametersetfor theBE AC.

myprompt# iwpriv ath0 noackpolicy 0 1 1

get noackpolicy - Get WMM NoAck Policy Bit Value

Number Input Arguments: 2
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandretrievestheNoAck Policy bit valuein thecurrentAP WMM parameterset. Theget noackpolicy
commandmustbe followedby 2 values.Thefirst valueis theaccessclass(AC) numberasdefinedin Table7. The
secondvalueindicatestheNoAck policy valueis from theAP parameterset,thusthesecondvalueshouldbe0.

Example: Thefollowing commandgetstheNoAck Policy bit valuein theAP parametersetfor theBE
AC.

myprompt# iwpriv ath0 get noackpolicy 0 1
ath0 get noackpolicy:0

ff - AtherosFastFrame Support Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Enabled
Resets State Machine After Command: No

This commandenablesor disablesAtherosFastFramesupport.Passinga valueof 1 to thedriverenablesfastframes.
Passinga valueof 0 to thedriverdisablesfastframes.By default, fastframesis enabledif thehardwaresupportsfast
frames.

Example: Thefollowing commanddisablesAtherosFastFramesupportonath0.

myprompt# iwpriv ath0 ff 0

get ff - Get AtherosFastFrame Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherAtherosFastFramesupportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthestatusof AtherosFastFramesupportin thedriver:

myprompt# iwpriv ath0 get ff
ath0 get ff:1
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xr - AtherosXR Support Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandenablesor disablesAtherosXR supportin the driver. Passinga valueof 1 to the driver enablesXR
support.Passingavalueof 0 to thedriverdisablesXR support.

Example: Thefollowing commandenablesAtherosXR supportin thedriver:

myprompt# iwpriv ath0 xr 1

get xr - Get AtherosXR Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherAtherosXR supportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthestatusof AtherosXR supportin thedriver:

myprompt# iwpriv ath0 get xr
ath0 get xr:1

burst - AtherosSuperA/G Bursting Support Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Enabled
Resets State Machine After Command: No

This commandenablesor disablesAtherosSuperA/Gburstingsupportin thedriver. Passinga valueof 1 to thedriver
enablesSuperGbursting.Passinga valueof 0 to thedriverdisablesSuperA/Gbursting.

Example: Thefollowing commanddisablesAtherosSuperA/Gburstingin thedriver:

myprompt# iwpriv ath0 burst 0

get burst - Get AtherosSuperA/G Bursting Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherAtherosSuperA/Gburstingsupportis enabledor disabledin thedriver.

Example: Thefollowingcommandretrievesthestatusof AtherosSuperA/Gburstingsupportin thedriver:

myprompt# iwpriv ath0 get burst
ath0 get burst:1
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ar - AtherosSuperA/G AdaptiveRadio (AR) Support Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Enabled
Resets State Machine After Command: No

This commandenablesor disablesAtherosSuperA/GAdaptiveRadio(AR)supportin thedriver. Passinga valueof 1
to thedriverenablesAR. Passinga valueof 0 to thedriverdisablesAR.

Example: Thefollowing commanddisablesAtherosSuperA/GAR in thedriver:

myprompt# iwpriv ath0 ar 0

get ar - Get AtherosSuperA/G AdaptiveRadio (AR) Support

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherAtherosSuperA/GAR supportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthestatusof AtherosSuperA/GAR supportin thedriver:

myprompt# iwpriv ath0 get ar
ath0 get ar:1

compression - AtherosSuperA/G CompressionSupport Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: No

This commandenablesor disablesAtherosSuperA/Gcompressionin the driver. Passinga valueof 1 to the driver
enableshardwarecompression.Passinga valueof 0 to thedriverdisableshardwarecompression.

Example: Thefollowing commanddisablesAtherosSuperA/Ghardwarecompressionin thedriver:

myprompt# iwpriv ath0 compression 0

get compression - Get AtherosSuperA/G CompressionSupport

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhetherAtherosSuperA/Ghardwarecompressionsupportis enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthestatusof AtherosSuperA/Ghardwarecompressionsup-
port in thedriver:

myprompt# iwpriv ath0 get compression
ath0 get compression:0
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Bit Position Feature
1 StaticTurboG (disabled)
2 Dynamicturbo
3 Compression
4 FastFrames
5 Bursting
6 WMM basedcwmin/cwmax/bursttuning
7 XR
8 AR

Table8: Abolt Bit PositionDefinitions

abolt - SetABOLT value

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Varies
Resets State Machine After Command: Yes

This commandsetstheaboltvalueusedto control theAtherosproprietaryfeatures.This is a bitmaskwhereeachbit
positioncorrespondsto a feature.Settingthebit to 1 enablesthe featureif hardwareis capable.Settingthe bit to 0
disablesthefeature.Thebitmaskis describedin Table8

pureg - UseOnly 802.11gData Rates(no legacy802.11bsupport) Enable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: Yes

This commandenablesor disables802.11gonly operation(no legacy 802.11bratesaresupported).Passinga value
of 1 to thedriver enables802.11gratesonly operation(ratesbelow 6Mbpsaredisabled).Passinga valueof 0 to the
driverdisables802.11gonly operationandallows legacy 802.11bratesto besupported.

Example: The following commandenables802.11gratesonly operation.Thus,no ratesbelow 6Mbps
will besupported.

myprompt# iwpriv ath0 pureg 0

get pureg - Get Statusof 802.11gOnly Data RatesSupport

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandreturnswhetherthedriver is usingonly 802.11grates(no ratesbelow 6Mbps).

Example: Thefollowing commandreturnswhetherthedriversupports802.11gratesonly.

myprompt# iwpriv ath0 get pureg
ath0 get pureg:0
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wds - Enable/Disable4 Addr ess(WDS) Parsing

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: N/A
Resets State Machine After Command: No

This commandenablesor disables4 addressparsingon the device. For Stations,enabling4 addressparsingresults
in thestationpassingup any packet received in a 4 addressfrom to thenetwork layer. Also, any unicastpacket not
destinedfor the AP which is passedto the stationby the network layer will be sentin 4 addressmode. For AP’s,
enabling4 addressparsingwill resultin theAP forwardingpacketsto any MAC addressfrom which it hasreceived
a 4 addresspacket. Passinga valueof 1 will enable4 addressparsing. Passinga valueof 0 will disable4 address
parsing.

Example: Thefollowing commandenables4 addressparsingonath0:

myprompt# iwpriv ath0 wds 1

get wds - Get Statusof 4 Addr ess(WDS) Parsing

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

This commandreturnswhether4 addressparsingis enabledor disabledin the driver. A valueof 1 indicatesthat 4
addressparsingis enabled.A valueof 0 indicatesthat4 addressparsingis disabled.

Example: Thefollowing commandreturnsthestatsof addressparsingonath0:

myprompt# iwpriv ath0 get wds
ath0 get wds:0

countryie - EnableCountry IE in BeaconEnable/Disable

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: Disabled
Resets State Machine After Command: Yes

This commandenablesanddisablesgenerationof countryIE in beaconandproberesponse.To enablethesupport,a
valueof 1 is passedinto thedriver. To disable,a valueof 0 is passedinto thedriver.

Example: Thefollowing commandenablescountryie in beacononath0:

myprompt# iwpriv ath0 countryie 1

get countryie - Get Country IE Status

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

ThiscommandreturnswhethercountryIE is enabledor disabledin thedriver.

Example: Thefollowing commandretrievesthecountryIE statusonath0:

myprompt# iwpriv ath0 get countryie
ath0 get countryie:0
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coverageclass - SetCoverageClassfor AP

Number Input Arguments: 1
Number Returned Arguments: 0
Default value: 0
Resets State Machine After Command: Yes

Thiscommandssetsthecoverageclassfor AP. Coverageclassdeterminestheairpropagationtimeusedin BSSopera-
tion. Thecoverageclassvaluecanbebetween0 to 31. Thecoverageclassvalueis sentby AP via countryIE element
in beacon.

Example: Thefollowing commandsetsthecoverageclassto 12. onath0:

myprompt# iwpriv ath0 coverageclass 12

get coveragecls - Get CoverageClassValue

Number Input Arguments: 0
Number Returned Arguments: 1
Default value: N/A
Resets State Machine After Command: No

Thiscommandsgetscurrentcoverageclassvalue.

Example: Thefollowing commandgetscoverageclassvalueonath0:

myprompt# iwpriv ath0 get coveragecls
ath0 get coveragecls:12

2 Configuring AP using CLI

Thissectiondescribestheconfigurationof AtherosLinux AP usingCLI commandsets.

2.1 CLI commands

This sectionlists all thesupportedCLI commands.Throughoutthis document,CLI commandswill bedenotedusing
bold, computerfont asin command. Parametersto the commandwill be denotedby non-boldcomputerfont asin
parameter. Any valueswhichareneededby theparameterswill bedenotedusingitalic Timesfont asin value.

Switching the WLAN and BSS

config wlan wlan index bss bss index
config wlan wlan index
config bss bss index

Useconfig commandto switch currentWLAN (radio)or virtual BSS.Exceptfor the commandcommit, all
otherCLI commandsareonly effectiveon thecurrentWLAN or BSS.

TheshellpromptreflectsthecurrentWLAN andBSSin thefollowing form.

wlan[wlan index,bss index] ->

or

wlan[wlan index] ->

If only oneindex is in the prompt,it couldbe eitherthat there’s no BSScreatedfor this WLAN, or there’s no BSS
currentlyselected.To selectaBSSwithin thesameWLAN, useconfig bss bss index.
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Readingthe AP Configuration

get [parameter]

Useget commandto displaythecurrentAP configurations.For descriptionof eachavailableparameter, pleaserefer
to section 2.2.

Modifying the AP Configuration

set parameter [value]

Useset commandto modify thecurrentAP configuration.For descriptionof eachavailableparameter, pleaserefer
to section 2.2.

Adding a BSS

add bss [bss index]

wherebss index is avaluefrom 0-3.
Usetheadd commandto adda new virtual BSSto thecurrentWLAN. If thebss index is not specified,thenew

BSSwill createdusingthefirst availableindex.
Themaximumnumberof BSS’s is 4.

Deletinga BSS

del bss bss index
del bss all

in which,bss index is a valuefrom 0-3.
Usethedel commandto deleteavirtual BSS.Thebss index mustbespecifiedto indicatewhichBSSto delete.If

theBSSvalueall is specified,all theBSS’s on thecurrentWLAN will bedeleted.

Saving the AP Configuration

commit

Usecommit to save thecurrentAP configuration.Thesavedconfigurationwill takeeffecton thenext AP reboot.

Getting Help

help command

Usehelp to displaytheusageof eachcommand.For thegetandsetcommands,thesupportedconfigurationparam-
etersaredisplayed.

2.2 AP Configuration Parameters

This sectiondescribestheavailableAP configurationparameters.All parameterswill besavedby thecommit com-
mandandtakeeffectuponnext AP reboot.

Authentication Type

get authentication
set authentication authmode

Thesupportedauthenticationtypesarelistedin Table 9.
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AuthenticationType Description
open Open-Systemauthenticationtype
shared Shared-Key authenticationtype
auto Allow Open-Systemor SharedKey for authenticationtype
802.1x 802.1xauthenticationtype
WPA WPAv1 authenticationtype
WPA-PSK WPAv1-PSKauthenticationtype
WPA2 WPAv2 authenticationtype
WPA2-PSK WPAv2-PSKauthenticationtype
WPA-AUTO Allow WPAv1 or WPAv2 for authenticationtype
WPA-AUTO-PSK Allow WPAv1-PSKor WPAv2-PSKfor authenticationtype

Table9: SupportedAuthenticationTypes

Auto ChannelSelect

get autochannelselect
set autochannelselect � Enable �Disable �

If autochannelselect is enabled,AP will scanandselectthebestchannelavailable.If it’sdisabled,a channelmust
beexplicitly setby theuser.

Radio Channel

get channel
set channel � IEEE channel �Frequency �

If autochannelselect is enabled,get channel will displayAuto. Otherwise,get channel will displaythecurrent
channelor frequency, dependingon thevalueuserpreviouslyset.

Thecommandset channel canacceptbothchannelnumbersandfrequency values.Whenchannelis explicitly
set,autochannelselect is automaticallyturnedoff.

Cipher Suite

get cipher
set cipher cipher suite

Thesupportedcipher suitesareAuto, WEP, TKIP andAES.

Display Configuration

get config

Thiscommandwill displaytheall theAP configurations.

Enable/DisableEncryption

get encryption
set encryption � Enable �Disable �

Unlessencryption is enabled,all thesecuritysettings(authentication,cipher, key, andetc.)will not take any effect.

RestoreDefault Configuration

set factory

Thiscommandwill restoreAP to thedefault factorysettings.
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Group KeyUpdate Inter val

get groupkeyupdate
set groupkeyupdate interval

The interval is in seconds.This parameteris valid only whenauthentication is oneof WPA, WPA-PSK, WPA2,
WPA2-PSK,WPA-AUTO andWPA-AUTO-PSK.

IP Addr essand SubnetMask

set ipaddr ip address
set ipmask ip mask

Thesetwo commandssettheIP addressandsubnetmaskof theAP.

Static WEP Key

set key � 1-4 ��� 40 � 104 � 124 � key material
set key � 1-4 � default

In which, � 1-4 � is thevalid key index and � 40 � 104 � 124 � is thevalid key length.Beforesettingthedefaultkey, user
mustsetthekey at theindex first. For example,set key 1 40 1234567890 mustprecedeset key 1 default.

Theset key commandis only valid whenAP is usingstaticWEP, i.e.,authentication is eitheropenor shared.

Operating Mode

get opmode
set opmode mode

Thesupportedmodesarelistedin Table 10.

OperationMode Description
AP OperatingasWirelessAccessPoint
STA OperatingasWirelessClient
WBR OperatingasWirelessBridge
REPEATOR OperatingasWirelessRepeator

Table10: SupportedOperationMode

SetWPA Passphrase

set passphrase
� ascii passphrase � hex key �

The set passphrase commandis only valid whenauthentication is WPA-PSK, WPA2-PSK, or WPA-AUTO-
PSK. The passphrasecould be either an ASCII passphraseof length from 8 to 63 characters,or a 256-bit key in
hexadecimalform.

RADIUS Server Configuration

get radiusname
set radiusname radius ip
get radiusport
set radiusport port
set radiussecret secret

Thesecommandsareusedto specifytheRADIUSservertow whichtheAP is talking. Theparametersradiusname and
radiusport areusedto specifytheIP addressandportnumberof theRADIUS server. Theparameterradiussecret
is usedto specifythesharedsecretbetweenAP andRADIUS server.
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Data Rate

get rate
set rate value
set rate best

To displayor setthedatarate,in MB/sec.Whenbest is specified,it’sup to theAP to selectthebestdatarate.

The ServiceSetID

get ssid
set ssid ssid-text

Thessid-text canbeno longerthan32characters.

WLAN State

get wlanstate
set wlanstate � Enable �Disable �

Enableor disablea BSS.Notewlanstate indicateswhethera BSSwill beup or down on theNEXT reboot,not the
currentstatus!To makewlanstate take effect,a rebootis still required.

Wir elessModes

get wirelessmode
set wirelessmode mode

Thevalid wirelessmodesarelistedin Table 11. auto,11a,11b,11g,turbodynamic(11awith dynamicturbo),turbo
static(11awith staticturbo)and108gdynamic(11gwith dynamicturbo).

WirelessMode Description
auto Auto selectwirelessmode
11a 802.11awirelessmode(5GHz,54Mbps)
11b 802.11bwirelessmode(2.4GHz,11Mbps)
11g 802.11gwirelessmode(2.4GHz,54Mbps)with 802.11bcompatibility
turbodynamic 802.11aDynamicTurbomode(5GHz,108Mbps)
turbostatic 802.11aStaticTurbomode(5GHz,108Mbps)
108gdynamic 802.11gDynamicTurbomode(2.4GHz,108Mbps)

Table11: SupportedWirelessModes

Enable/DisableWMM

get wmm
set wmm � Enable �Disable �

Turnon andoff WMM.

Enable/DisableXR

get xr
set xr � Enable �Disable �

Turnon andoff XR.
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3 Common Configuration ExamplesusingWir elessExtensions

In this section,we presentcommonconfigurationsfor both AP andstationssupportedby the MadWifi driver. We
assumethedriverandall necessarymoduleshavealreadybeenloaded.Theunderlyingwirelessdevice is assumedto
bewifi0 unlessotherwisenoted.Theethernetdevice is assumedto beeth0.

3.1 SingleAP on a PreselectedChannel

In this section,we give an exampleon how to configurea singleMadWifi AP in 802.11aon channel36 with essid
”AtherosWirelessNetwork”. ThedesiredIP addressfor theAP is 192.168.0.20.

Example: myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath0
myprompt# iwconfig ath0 essid "Atheros Wireless Network" channel 36
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# brctl setfd br0 1
myprompt# ifconfig ath0 up
myprompt# ifconfig eth0 up
myprompt# ifconfig br0 192.168.0.20 up

SingleAP with hostapd on an Automtically ChosenChannel

In this example,we configurea singleMadWifi AP in 802.11gusingtheautochannelselect.TheAP will useWPA-
PSKvia hostapd. Theuserspaceprogramhostapd requiresa configurationfile. TheAP will have anIP addressof
192.168.0.20.

Example: Theconfigurationfile (named/etc/hostapd.conf) is shown below.

interface=ath0 bridge=br0
driver=madwifi
logger syslog=0
logger syslog level=0
logger stdout=0
logger stdout level=0
debug=0
eapol key index workaround=0
dump file=/tmp/hostapd.dump.0.0
ssid="Atheros Wilress Network"
wpa=1
wpa passphrase=mypassphrase
wpa key mgmt=WPA-PSK
wpa pairwise=TKIP CCMP
wpa group rekey=600

Now, thefollowing commandswill createtheAP.

myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath0
myprompt# iwconfig ath0 essid "Atheros Wireless Network"
myprompt# iwpriv ath0 mode 11g
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# brctl setfd br0 1
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myprompt# ifconfig ath0 up
myprompt# ifconfig eth0 up
myprompt# ifconfig br0 192.168.0.20 up
myprompt# hostapd -dd /etc/hostapd.conf

WPA-PSK Station Usingwpa supplicant

In this example,we will configurethe driver to be a stationattemptingto associatewith the WPA-PSK AP in the
exampleabove. Thestationwill haveanIP addressof 192.168.0.100.

Example: The userspaceprogramwpa supplicant requiresa configurationfile. The file usedin this
exampleis shown below andnamed/tmp/my psk.conf.

network= �
ssid="Atheros Wireless Network"
scan ssid=1
key mgmt=WPA-PSK
psk="mypassphrase"�

Now, thefollowing commandswill createthestationwhichwill scanfor theAP with anSSIDof Atheros
Wireless Network.

myprompt# wlanconfig ath create wlandev wifi0 wlanmode sta
ath0
myprompt# iwconfig ath0 essid "Atheros Wireless Network"
myprompt# ifconfig ath0 192.168.0.100 up
myprompt# wpa supplicant -iath0 -c /tmp/my psk.conf -d

3.2 ThreeAP’s on a PreselectedChannel

In this section,we give anexampleon how to configurea threeMadWifi AP’s in 802.11aon channel36 with essid’s
"Atheros AP1", "Atheros AP2", and"Atherso AP3". All threeAP’s arebridgedtogether. ThedesiredIP address
for theAP is 192.168.0.20.

Example: myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath0
myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath1
myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath2
myprompt# iwconfig ath0 essid "Atheros AP1" channel 36
myprompt# iwconfig ath1 essid "Atheros AP2"
myprompt# iwconfig ath2 essid "Atheros AP3"
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# bcrtl addif ath1
myprompt# bcrtl addif ath2
myprompt# brctl setfd br0 1
myprompt# ifconfig ath0 up
myprompt# ifconfig ath1 up
myprompt# ifconfig ath2 up
myprompt# ifconfig eth0 up
myprompt# ifconfig br0 192.168.0.20 up
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3.3 SingleWir elessDeviceAP Repeater

In this section,wegiveanexampleonhow to configureMadWifi asa repeateroperatingwith asinglewirelessdevice
(e.g.,wifi0). We assumethereis an existing AP with an SSID of Atheros Base AP. We wish to “repeat” this AP
usingourdevice. To dothis,wewill createtwo VAP’s. Thefirst VAPwill beanAP VAP whichwill serveall theclients
in ourrange.ThesecondVAP will beastationVAP usedto assocationwith theexistingAP namedAtheros Base AP.
In orderto havebothastationandAP VAP coexist ononebasedevice(e.g.,wifi0), theAP VAP mustbecreatedfirst
followedby thestationVAP with thenosbeacon optionselectedfor thestationVAP. However, thestation VAP must
bebroughtup first andallowedto associatesinceit will choosethechannelof theexistingAP (Atheros Base AP).

In thisexample,ourAP will not beableto “receive” IP traffic becauseno IP addresswill beassignedto thebridge
device. However, by assigninganIP address,theAP canalsoreceivetraffic (using3 addressframes).To supportthe4
addressframeformatneededfor repeating,thewds optionmustbeenabled.It is assumedtheexistingAP understands
how to handle4 addressframes.

Example: myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath0
myprompt# wlanconfig ath create wlandev wifi0 wlanmode sta nosbeacon
ath1
myprompt# iwconfig ath0 essid "Atheros Base AP"
myprompt# iwconfig ath1 essid "Atheros Base AP"
myprompt# iwpriv ath0 wds 1
myprompt# iwpriv ath1 wds 1
myprompt# ifconfig ath1 up
Now, wait for assocation.
myprompt# ifconfig ath0 up
myprompt# ifconfig eth0 up
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# bcrtl addif ath1
myprompt# brctl setfd br0 1
myprompt# ifconfig br0 up

3.4 Dual Wir elessDeviceAP Repeater

In thissection,wegiveanexampleon how to configureMadWifi asa “repeater”operatingwith dualwirelessdevices
(e.g.,wifi0 andwifi1). We assumethereis anexisting AP with anSSIDof Atheros Base AP in the802.11aband.
Wewish to “repeat”thisAP usingourdevicebut will useadifferentSSID(Atheros Repeater AP) for distribution in
ourcoveragearea.Furthermore,thelocaldistributionwill bein the802.11gband,not the802.11aband.Thus,weare
assumingthatwirelessdevicewifi0 is capableof operatingin the802.11aband,andwifi1 is capableof operatingin
the802.11bband.

To dothis,wewill createtwo VAP’s. TheVAP associatedwith wifi0 will beastationVAP andtheVAP assocaited
with wifi1 will be the AP VAP. Note, the orderof creationdoesnot matternow sincethe VAP’s areon different
wirelessdevices. The AP VAP mustserve all the clientsin our rangeandforward their traffic to the baseAP via 4
addressformat.

In this example,ourAP will alsobeableto “receive” IP traffic andwill havetheIP addressof 192.168.0.20.

Example: myprompt# wlanconfig ath create wlandev wifi0 wlanmode sta
ath0
myprompt# wlanconfig ath create wlandev wifi1 wlanmode ap
ath1
myprompt# iwconfig ath0 essid "Atheros Base AP"
myprompt# iwconfig ath1 essid "Atheros Repeater AP"
myprompt# iwpriv ath0 wds 1
myprompt# iwpriv ath1 wds 1
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myprompt# ifconfig ath1 up
myprompt# ifconfig ath0 up
myprompt# ifconfig eth0 up
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# bcrtl addif ath1
myprompt# brctl setfd br0 1
myprompt# ifconfig br0 192.168.0.20 up

3.5 BaseAP Which UnderstandsWDS (4 Address)Frames

In this section,we give an exampleof how to configureMadWifi to be a baseAP which handles4 address802.11
frames.TheAP will useAuto channelselectionin the802.11abandandwill have anssidof Atheros Base AP. The
AP will haveanIP addressof 192.168.0.20.Theunderlyingwirelessdevice is assumedto bewifi0.

Example: myprompt# wlanconfig ath create wlandev wifi0 wlanmode ap
ath0
myprompt# iwconfig ath0 essid "Atheros Base AP"
myprompt# iwpriv ath0 wds 1
myprompt# ifconfig ath0 up
myprompt# ifconfig eth0 up
myprompt# brctl addbr br0
myprompt# brctl addif br0 eth0
myprompt# bcrtl addif ath0
myprompt# brctl setfd br0 1
myprompt# ifconfig br0 192.168.0.20 up
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